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[bookmark: _Toc157423971][bookmark: _Toc157424396][bookmark: _Toc157424519][bookmark: _Toc441851617]1. INTRODUCTION.

This is a Combating Terrorism Technical Support Office (CTTSO) Broad Agency Announcement (BAA) issued under the provisions of paragraph 6.102(d)(2)(i) of the Federal Acquisition Regulation (FAR) to provide for the competitive selection of research proposals. Contracts based on responses to this BAA are considered to be the result of full and open competition and in full compliance with the provisions of Public Law (PL) 98-369 Section 2701, “The Competition in Contracting Act.” Awards for submissions under this BAA are planned for Fiscal Year (FY) 2017. Funds may not be available for all requirements under this BAA. No contract awards will be made until appropriated funds are available from which payment for contract purposes can be made.

[bookmark: _Toc476546453][bookmark: _Toc78104293][bookmark: _Toc78104370][bookmark: _Toc78104430][bookmark: _Toc157423972][bookmark: _Toc157424397][bookmark: _Toc157424520][bookmark: _Toc441851618]1.1. Approach.
A three-phased proposal selection process will be used for this BAA to minimize cost and effort for prospective offerors: 
· Phase 1 will consist of the solicitation, receipt, and evaluation of a one-page Quad Chart. 

· Phase 2 will consist of the solicitation, receipt, and evaluation of a White Paper and applies to only those submissions that have been accepted in Phase 1. 

· Phase 3 will consist of the solicitation, receipt, and evaluation of a Full Proposal and applies to only those submissions that have been accepted in Phase 2. Based on the priority of critical requirements and the availability of funding, Phase 1 submissions can be selected for Phase 3 without a Phase 2 submission. 

Clarifications to White Papers and Full Proposals may be requested. 
[bookmark: _Toc476546454][bookmark: _Toc78104294][bookmark: _Toc78104371][bookmark: _Toc78104431][bookmark: _Toc157423973][bookmark: _Toc157424398][bookmark: _Toc157424521]
[bookmark: _Toc441851619]1.2. HBCU, MI, and Small Business Set Aside.
The Government encourages nonprofit organizations, educational institutions, small businesses, small disadvantaged business (SDB) concerns, Historically Black Colleges and Universities (HBCU), Minority Institutions (MI), women-owned businesses, and Historically Underutilized Business zone enterprises as well as large businesses and Government laboratories to submit research proposals for consideration and/or to join others in submitting proposals; however, no portion of the BAA will be set aside for these special entities because of the impracticality of reserving discrete or severable areas of research and development (R&D) in any specific requirement area. A goal of 2.5 percent of total dollars awarded will be considered for HBCU and/or MI, and a goal of 2.5 percent of total dollars awarded will be considered for small businesses for a total goal of 5 percent. The final determination will be made based on the individual technical merits of the proposal and budget constraints within the mission priorities. To ensure full consideration in these programs, registration in the BAA Information Delivery System (BIDS), https://bids.cttso.gov/, described later in this document, requires the appropriate business type selection as well as accurate up-to-date information.

[bookmark: _Toc476546455][bookmark: _Toc78104295][bookmark: _Toc78104372][bookmark: _Toc78104432][bookmark: _Toc157423974][bookmark: _Toc157424399][bookmark: _Toc157424522][bookmark: _Toc441851620]1.3. Limitation of Funds.
The Government intends to incrementally fund Cost Reimbursable contracts awarded from this BAA as provided by FAR 52.232-22, “Limitation of Funds.” Most contracts awarded are anticipated to be 6 to 24 months in duration. To facilitate incremental funding, submissions shall include the cost and schedule by a task-phased structure with clear exit criteria, and shall be inclusive of all work to complete the effort including any options. It is anticipated that the entire effort will be negotiated with the initial contract award.

[Note: Based upon the availability of funding, the Government may have to partially fund Fixed Price contracts in accordance with DFAR 252.232-7007, “Limitation of Government’s Obligation.” In such cases, milestone payments will need to be a part of the full proposal. Applicability of this issue will be stated in the email asking for a Phase III proposal.]

[bookmark: _Toc476546456][bookmark: _Toc78104296][bookmark: _Toc78104373][bookmark: _Toc78104433][bookmark: _Toc157423975][bookmark: _Toc157424400][bookmark: _Toc157424523][bookmark: _Toc441851621]1.4. Technical Evaluation Support.
It is the intent of this office to use contractor support personnel in the review, evaluation, and administration of all submissions for this BAA. All contractor support personnel will have access to proprietary data and shall certify that they: (1) will not disclose any information pertaining to this solicitation including any submissions, the identity of any submitters, or any other information relative to this BAA; and (2) have no financial interest in any submissions evaluated, reviewed, and administered. Submissions and information received in response to this BAA constitutes permission to disclose that proposal data to certified evaluators under these conditions.

[bookmark: _Toc476546457][bookmark: _Toc78104297][bookmark: _Toc78104374][bookmark: _Toc78104434][bookmark: _Toc157423976][bookmark: _Toc157424401][bookmark: _Toc157424524][bookmark: _Toc441851622]1.5. BAA Package Download.
This BAA Package can be downloaded electronically in its entirety from the BIDS Homepage under BAA Information. Registration is not required to download the BAA package; however, a BIDS registration is required to upload a response to the BAA.

[bookmark: _Toc157423977][bookmark: _Toc157424402][bookmark: _Toc157424525][bookmark: _Toc441851623]1.6. BAA Contractual and Technical Questions.
All contractual and technical questions regarding this BAA, including the published requirements and instructions, must be posted via either the BAA Questions feature, accessible from the BIDS Homepage via Online Help, or emailed to BIDSHelp@cttso.gov. No other office personnel will acknowledge, forward, or respond to any inquiries received in any manner concerning the BAA. Contractual questions and answers will be posted periodically under BAA Questions. All questions must be received at least 72 hours prior to close of the submission.

[bookmark: _Toc157423978][bookmark: _Toc157424403][bookmark: _Toc157424526][bookmark: _Toc441851624]1.7. BIDS Website Help Requests.
For technical help using BIDS, submit questions to the BIDS administrators at BIDSHelp@cttso.gov or by using the Request Help link located on the BIDS Homepage. Include a valid email address, your BIDS User Name, and a detailed description of the question or concern in the comments block. The BIDS Homepage provides other valuable resources under Useful Links, such as Prerequirements for Working with the Government, and Online Help.
Reference documents including the BIDS Submitter QuickCard and Quad Chart Sample are available for download under Reference Materials. Information regarding compliance requirements for using humans and animals in testing is also available under Reference Materials.

[bookmark: _Toc157423979][bookmark: _Toc157424404][bookmark: _Toc157424527][bookmark: _Toc441851625]1.8. BIDS Frequently Asked Questions (FAQs).
FAQs are a list of questions and associated responses for general and specific topics. Offerors are encouraged to periodically review BAA Questions, accessible from the BIDS Homepage via Online Help.
NOTE: Persons submitting proposals are advised that only the Contracting Officer can obligate the Government to any agreement involving expenditure of Government funds.
[bookmark: _Toc476546458][bookmark: _Toc78104298][bookmark: _Toc78104375][bookmark: _Toc78104435][bookmark: _Toc157423980][bookmark: _Toc157424405][bookmark: _Toc157424528]
[bookmark: _Toc441851626]2. GENERAL INFORMATION.

This section includes information applicable to all awards under this BAA.

[bookmark: _Toc476546459][bookmark: _Toc78104299][bookmark: _Toc78104376][bookmark: _Toc78104436][bookmark: _Toc157423981][bookmark: _Toc157424406][bookmark: _Toc157424529][bookmark: _Toc441851627]2.1. Eligibility.
To be eligible for contract award, a responsible offeror must meet certain minimum standards pertaining to financial solvency and resources, ability to comply with the performance schedule, prior record of satisfactory performance, integrity, organization, experience, operational controls, technical skills, facilities, and equipment. See FAR 9.104. 

· All offerors must be registered in the System for Award Management (SAM) database at https://www.sam.gov/portal/public/SAM/. 

These and other helpful links are provided under Prerequirements for Working with the Government located on the BIDS Homepage under Useful Links.
 
[bookmark: _Toc476546460][bookmark: _Toc78104300][bookmark: _Toc78104377][bookmark: _Toc78104437][bookmark: _Toc157423982][bookmark: _Toc157424407][bookmark: _Toc157424530][bookmark: _Toc441851628]2.2. Procurement Integrity, Standards of Conduct, Ethical Considerations. 
Certain post-employment restrictions on former federal officers and employees exist including special Government employees (Section 207 of Title 18, United States Code (U.S.C.)). If a prospective offeror believes that a conflict of interest exists, the offeror should make this known to the Contracting Officer for resolution before time and effort are expended in preparing a proposal.

[bookmark: _Toc476546461][bookmark: _Toc78104301][bookmark: _Toc78104378][bookmark: _Toc78104438][bookmark: _Toc157423983][bookmark: _Toc157424408][bookmark: _Toc157424531][bookmark: _Toc441851629]2.3. Reserved.

[bookmark: _Toc476546465][bookmark: _Toc78104305][bookmark: _Toc78104382][bookmark: _Toc78104442][bookmark: _Toc157423987][bookmark: _Toc157424412][bookmark: _Toc157424535][bookmark: _Toc441851630]2.4. Restrictive Markings on Proposals.
All proposals should clearly indicate content disclosure limitations. Submissions can be marked as “Proprietary” or words to that effect; however, markings such as “Company Confidential” or other phrases that could be confused with national security classifications shall not be used. All paragraphs that contain proprietary information must be clearly marked. The Contracting Officer may challenge proprietary markings if they are not substantiated.
[bookmark: _Toc476546466][bookmark: _Toc78104306][bookmark: _Toc78104383][bookmark: _Toc78104443]
[bookmark: _Toc157423988][bookmark: _Toc157424413][bookmark: _Toc157424536][bookmark: _Toc441851631]2.5. Submission Handling/Rights in Technical Data and Computer Software/Patent Rights.

[bookmark: _Toc78104307][bookmark: _Toc78104384][bookmark: _Toc78104444][bookmark: _Toc157423989][bookmark: _Toc157424414][bookmark: _Toc157424537][bookmark: _Toc441851632]2.5.1. Procurement Integrity.
The Government shall comply with FAR 3.104 in its treatment of information submitted in response to this BAA solicitation and marked with the individual’s or company’s legend.

[bookmark: _Toc441851633]2.5.2. Submission Information and FOIA.
Records or data bearing a restrictive legend can be included in the proposal. However, the offeror is cautioned that portions of the proposal are subject to release under the terms of the Freedom of Information Act (FOIA), 5 U.S.C. 552, as amended. In accordance with FOIA regulations, the offeror will be afforded the opportunity to comment on, or object to, the release of proposal information.

[bookmark: _Toc78104308][bookmark: _Toc78104385][bookmark: _Toc78104445][bookmark: _Toc157423990][bookmark: _Toc157424415][bookmark: _Toc157424538][bookmark: _Toc441851634]2.5.3. Rights in Technical Data and Computer Software.
Rights in technical data and computer software and software documentation provided in the proposal are treated in accordance with the Department of Defense Federal Acquisition Regulation Supplement (DFARS) 252.227-7016, “Rights in Bid and Proposal Information.” Rights in technical data, and computer software and computer software documentation in the resultant contract shall be in accordance with DFARS 252.227-7013 (regarding technical data) and DFARS Section 252.227-7014 (regarding computer software and software documentation). Both clauses (DFARS sections 252.227-7013 and 252.227–7014) will be included in any noncommercial contract exceeding the simplified acquisition threshold. Table 1 contains these and related clauses that may be included in the contract.


	Table 1. Contract Clauses

	DFARS
	Title

	252.227-7013
	Rights in Technical Data – Noncommercial Items (FILL-IN)

	252.227-7014
	Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation (FILL-IN)

	252.227-7016
	Rights in Bid and Proposal Information

	252.227-7017
	Identification and Assertion of Use, Release, or Disclosure Restrictions (FILL-IN)

	252.227-7019
	Validation of Asserted Restrictions - Computer Software

	252.227-7025
	Limitations on the Use or Disclosure of Government Furnished Information Marked with Restrictive Legends

	252.227-7027
	Deferred Ordering of Technical Data or Computer Software

	252.227-7028
	Technical Data or Computer Software Previously Delivered to the Government

	252.227-7030
	Technical Data - Withholding of Payment

	252.227-7037
	Validation of Restrictive Markings on Technical Data


[bookmark: _Toc157423991][bookmark: _Toc157424416][bookmark: _Toc157424539]
[bookmark: _Toc441851635]2.5.4. Patents.
Patents in existence and patent applications pending at the time of the proposal, that relate to the proposed effort, shall be identified in the White Paper and Full Proposal in accordance with the clauses above.

[bookmark: _Toc476546468][bookmark: _Toc78104310][bookmark: _Toc78104387][bookmark: _Toc78104447][bookmark: _Toc157423993][bookmark: _Toc157424418][bookmark: _Toc157424541][bookmark: _Toc441851636][bookmark: OLE_LINK6][bookmark: OLE_LINK9]2.6. Product and Deliverable Requirements.
[bookmark: OLE_LINK5][bookmark: OLE_LINK7][bookmark: OLE_LINK8]All proposal phases shall include the costs for products and data deliverable requirements. Minimum data (report) requirements include Monthly Status Reports (MSRs) and a Final Technical Report even if the research is to be continued under a follow-on contract or contract option. MSRs document program, technical, and financial status. The Final Technical Report summarizes the project and associated tasks at the conclusion of each contract. Include MSRs, the Final Technical Report, and any products and deliverables specific to the performance of the proposed effort (e.g., system specification). The Government will provide the offeror with a full listing of data deliverables (i.e., Contract Data Requirements List) in the request for Phase 3 Full Proposal. Additional products and deliverables could include prototype hardware, software, or systems; test plans; test and technical reports; technical data; specifications; requirements documents; computer programs or software; user manuals; drawings; or other products and data. The number, types, and preparation instructions for products and deliverables will be specified in the contract.

[bookmark: _Toc441851637]2.7. Distribution/Release Limitations.
The offeror should be aware that all resulting contracts or other awards will contain release limitations for all data resulting from the effort in accordance with DFARS 252.204-7000. This includes products, data, information, and services to be performed. The contractor shall protect all data and information from disclosure, and shall not release any data or information by any method of dissemination without prior Government approval.

[bookmark: _Toc476546469][bookmark: _Toc78104311][bookmark: _Toc78104388][bookmark: _Toc78104448][bookmark: _Toc157423994][bookmark: _Toc157424419][bookmark: _Toc157424542][bookmark: _Toc441851638]2.8. Subcontracting.
Pursuant to Section 8(d) of the Small Business Act (15 U.S.C. 637(d)), it is the policy of the Government to enable small business and small disadvantaged business concerns to be considered fairly as subcontractors to contractors performing work or rendering services as prime contractors or subcontractors under Government contracts, and to assure that prime contractors and subcontractors carry out this policy.

[bookmark: _Toc78104312][bookmark: _Toc78104389][bookmark: _Toc78104449][bookmark: _Toc157423995][bookmark: _Toc157424420][bookmark: _Toc157424543][bookmark: _Toc441851639]2.9. Animal or Human Testing Compliance.
The contractor shall comply with all laws and regulations governing the use of animals or human subjects in research projects.

[bookmark: _Toc157423996][bookmark: _Toc157424421][bookmark: _Toc157424544][bookmark: _Toc441851640]2.9.1. Animal Testing.
Any contract resulting from this BAA that potentially involves the testing of animals shall include the following language:

Any contractor performing research on warm blooded vertebrate animals shall comply with the Laboratory Animal Welfare Act of 1966, as amended, 7 U.S.C. §§ 2131 - 2159, and the regulations promulgated thereunder by the Secretary of Agriculture in 9 C.F.R. Parts 1 through 4, pertaining to the care, handling, and treatment of vertebrate animals held or used for research, teaching, or other activities supported by Federal contract awards. In addition, the contractor shall comply with the provisions of Department of Defense Directive (DoDD) 3216.1, as implemented by SECNAVINST 3900.38C, and DFARS 252.235-7002, “Animal Welfare,” which is incorporated into this contract.

[bookmark: _Toc157423997][bookmark: _Toc157424422][bookmark: _Toc157424545][bookmark: _Toc441851641]2.9.2. Human Subjects Testing.
Any contract resulting from this BAA that potentially involves the use of Human Subjects in the research or study shall include the following language:

The contractor shall comply with all regulations promulgated by the Office of the Secretary of Defense in 32 C.F.R. Part 219, pertaining to the protection of human subjects. In addition, the contractor shall comply with the provisions of DoDI 3216.02. If human subjects are to be used at any time during the project, the contractor shall have a Federal assurance that is acceptable to CTTSO before involving human subjects. Additionally, the protocol shall be approved by a Federally-assured Institutional Review Board (IRB) office named in the institution’s assurance. The contractor shall prepare these documents and shall ensure that they are on file with CTTSO prior to the start of research involving human subjects. Collaborators with the contractor, to include IRBs, shall also comply with regulations to protect human subjects for both classified and unclassified research. The contractor shall report all changes in the protocol or consent form to the CTTSO Contracting Officer’s Representative as they occur. Release of initial and follow-up funding will be contingent upon initial and continuing reviews, and to other IRB and component requirements.

[bookmark: _Toc34535919][bookmark: _Toc476546471][bookmark: _Toc78104313][bookmark: _Toc78104390][bookmark: _Toc78104450][bookmark: _Toc157423998][bookmark: _Toc157424423][bookmark: _Toc157424546][bookmark: _Toc441851642]3. PROPOSAL PREPARATION.

This section provides information and instructions for the preparation and submission of all phases under this BAA. All submissions must meet these requirements including format, content, and structure, and must include all specified information to avoid disqualification, submission rejection, or delays in evaluation.

[bookmark: _Toc34535922][bookmark: _Toc476546474][bookmark: _Toc78104315][bookmark: _Toc78104392][bookmark: _Toc78104452][bookmark: _Toc157423999][bookmark: _Toc157424424][bookmark: _Toc157424547][bookmark: _Toc441851643]3.1. BAA Information Delivery System (BIDS).
BIDS at https://bids.cttso.gov/ is used: (1) to provide public access to the BAA package; (2) to collect all unclassified submissions; and (3) to collect placeholder records for all classified submissions. BIDS also provides submission progress tracking, evaluation comment collection, and results notification back to the submitter.

[bookmark: _Toc157424000][bookmark: _Toc157424425][bookmark: _Toc157424548][bookmark: _Toc441851644]3.1.1. Submitter Registration.
A BIDS submitter registration is required to respond to this BAA. Existing BIDS accounts are acceptable for a new BAA if the company contact information is the same or is corrected. Registrations should reflect the offeror’s contracting or business authority. The User Name, created by the offeror, must be unique and is used for BIDS login and submission tracking. Registration acceptance for submitters is automatic, but takes several seconds to be recognized by BIDS. A success email will be sent to indicate that the User Name and account are accepted. BIDS is email dependent and uses the Registration email as the single point of contact (POC) for all notifications associated with the BAA. This email address should be monitored frequently during the BAA process for the notices. Submitters should periodically check status in their account, not receiving a notification email does not constitute grounds to appeal an evaluation decision. Spam blockers and other email security software may cause a notification email to be rejected; check your account. Email addresses included in the submissions or any other data field in BIDS will not be used for contact and notification purposes.

[bookmark: _Toc157424001][bookmark: _Toc157424426][bookmark: _Toc157424549][bookmark: _Toc441851645]3.1.2. User Accounts and Password Resets.
Registration account information such as the POC, email, and password can be updated after login. The “Forgot Password?” link on the BIDS Homepage allows registered users with a valid email address to automatically reset a password. The system will verify the account User Name and email to send a new password to that email.

[bookmark: _Toc157424002][bookmark: _Toc157424427][bookmark: _Toc157424550][bookmark: _Toc441851646]3.1.3. Registration and Account Help.
BIDS Help requests can be emailed to BIDS administrators at BIDSHelp@cttso.gov or submitted via the Request Help link located on the BIDS Homepage.

[bookmark: _Toc34535925][bookmark: _Toc78104318][bookmark: _Toc78104395][bookmark: _Toc78104455][bookmark: _Toc157424005][bookmark: _Toc157424430][bookmark: _Toc157424553][bookmark: _Toc441851647]3.1.4. Document Identifier.
The offeror shall include the document identifier in the header of each submission. Document identifiers must match the BIDS submission record and should be constructed before upload to BIDS.

[bookmark: _Toc441851648]3.1.4.1. Constructing Document Identifiers.
Document identifiers, auto-generated in part by BIDS, are based on Subgroup or Mission Area, the requirement number, the user name, and a Submitter Internal Tracking (SIT) number. The underlined portion of the sample shown in Table 2 depicts the segment automatically formed by BIDS.

	Table 2. Sample Document Identifier and Components Definition

	CB-1112-ABCCORP-10703JT-QC

	From Sample
	Document Identifier Component

	CB
	subgroup or mission area designation - from BAA

	1112
	requirement number - from BAA

	ABCCORP
	user name - from BIDS registration

	10703JT-QC
	SIT number - any alphanumeric combination (with no special characters or spaces) created by the submitter for (submitter) tracking purposes along with the document type suffix



[bookmark: _Toc441851649]3.1.4.2. Creating Submitter Internal Tracking (SIT) Numbers.
SIT numbers are unique identifiers created by submitters and entered in the submission record during the upload process. SIT numbers can be any alphanumeric combination (no special characters or spaces) chosen by the submitter plus a suffix indicating the document type. BIDS enforces unique SIT numbers and will not allow the submission record to be saved if the SIT number has already been used. Table 3 provides sample SIT numbering formats for each document type.

	Table 3. Sample SIT Numbers for an Accepted Submission

	Document Type
	Auto-generated by BIDS
	SIT#

	Quad Charts
	CB-1112-ABCORP
	10703JT-QC

	White Papers
	CB-1112-ABCORP
	10703JT-WP

	Full Proposals
	CB-1112-ABCORP
	10703JT-FP



Offerors uploading more than one submission to the same requirement shall create unique identifiers by adding a numbered sequence to the document type suffix. Table 4 offers sample SIT number formats for multiple submissions to the same requirement.

	Table 4. Sample SIT Numbers for Multiple Submissions to the Same Requirement

	Submission #
	Auto-generated by BIDS
	SIT# Sample 1
	SIT# Sample 2*

	Submission 1
	CB-1112-ABCORP
	10703JT-QC1
	QC1

	Submission 2
	CB-1112-ABCORP
	10703JT-QC2
	QC2

	Submission 3
	CB-1112-ABCORP
	10703JT-QC3
	QC3

	* NOTE: If the submitter does not require an internal tracking number, use the document type designation.


		
[bookmark: _Toc34535926][bookmark: _Toc476546476][bookmark: _Toc78104319][bookmark: _Toc78104396][bookmark: _Toc78104456][bookmark: _Toc157424007][bookmark: _Toc157424432][bookmark: _Toc157424555][bookmark: _Toc441851650]3.2. BIDS Security and Access Control.
All data uploaded to BIDS is secure from public view and download. All submissions will be considered proprietary/source selection sensitive and protected accordingly. The documents can only be reviewed by the registrant and authorized Government and contractor representatives with no conflict of interest.

[bookmark: _Toc157424008][bookmark: _Toc157424433][bookmark: _Toc157424556][bookmark: _Toc441851651]3.3. Submission Changes.
Changes to uploaded submissions are permitted up to the closing date and time. If a modification is required, update the original file in the source application and save. Convert to an acceptable format if applicable. In BIDS, open the submission record, click Edit Proposal, and update the record information. Click on the trash can icon to delete the old file. Use Browse to select the revised document. Click Submit Proposal to save the changes. Documents cannot be edited online through the BIDS Web interface. File names must contain no spaces or special characters. Ensure the file size does not exceed the prescribed limits. To completely remove a submission from consideration, select Delete Proposal. Changes after the requirement due date and time are not permitted.

[bookmark: _Toc34535927][bookmark: _Toc78104320][bookmark: _Toc78104397][bookmark: _Toc78104457][bookmark: _Toc157424009][bookmark: _Toc157424434][bookmark: _Toc157424557][bookmark: _Toc441851652][bookmark: _Toc476546479]3.4. Special Handling Procedures for Classified Information.
If a submission contains classified information, the offeror must first create a placeholder record in BIDS with an unclassified cover page attachment. Identify in the comments section of the submission record that the submission cannot be uploaded due to classification and include the method of delivery (hand-carried, secure fax, secure mail, etc) as well as the tracking number, if applicable. The BIDS Document Identifier must be clearly identified on the mailed document(s). Classified responses (up to SECRET) must be appropriately and clearly marked (including all paragraphs and pages containing the subject data), packaged, and shipped in accordance with classified material handling procedures and security regulations pertaining to the level of classification for that document.

To obtain mailing instructions for classified submissions, email: BAASecurity@cttso.gov.

Classified submissions must be received by the applicable due date and time. Classification in no way eliminates the offeror’s requirement to comply with all BAA instructions.

[bookmark: _Toc34535928][bookmark: _Toc3106805][bookmark: _Toc78104321][bookmark: _Toc78104398][bookmark: _Toc78104458][bookmark: _Toc157424010][bookmark: _Toc157424435][bookmark: _Toc157424558][bookmark: _Toc441851653]3.5. Phase 1 Quad Chart Submissions.
Offerors shall prepare and upload a one-page (8 ½ by 11 inches) Quad Chart in response to Phase 1 of this BAA. Use font sizes of 10 point or greater. If more than one page is submitted, only the first page will be evaluated. Quad Charts do not require a Cover Page.

[bookmark: _Toc157424011][bookmark: _Toc157424436][bookmark: _Toc157424559][bookmark: _Toc441851654]3.5.1. Phase 1 Due Date and Time.
All unclassified Quad Charts must be received electronically through BIDS no later than 1500 (3:00 p.m.) Eastern Time (ET) on the date specified on the cover of this document. Likewise, classified submissions must be received by the same due date and time. Offerors must create a placeholder record in BIDS with an unclassified cover page attachment. Refer to the “Special Handling Procedures for Classified Information” in this document for instructions on classified submissions. BIDS does not allow proposals to be uploaded or classified placeholders to be created after the closing date and time. Any proposal, regardless of classification, submitted by any other means, or that is late, will not be considered by the Government. Avoid the last minute rush; submit early.

[bookmark: _Toc157424012][bookmark: _Toc157424437][bookmark: _Toc157424560][bookmark: _Toc441851655][bookmark: OLE_LINK10][bookmark: OLE_LINK11]3.5.2. Electronic File Format.
The Quad Chart shall be submitted in Microsoft Office (Word or PowerPoint), or Adobe Acrobat (PDF – portable document format). ZIP files and other application formats are not acceptable. The document must be print-capable, without password, and no larger than 1024 KB. File names must contain the appropriate file name extension (.doc/.docx, .ppt/.pptx, or .pdf). File names cannot contain spaces or special characters. Apple/Macintosh users must ensure the entire file name and path are free of spaces and special characters. Submissions that cannot be opened, viewed, or printed will not be considered.

[bookmark: _Toc157424013][bookmark: _Toc157424438][bookmark: _Toc157424561][bookmark: _Toc441851656]3.5.3. Quad Chart Content.
A Quad chart conveys the essence of the proposed solution for a single requirement. When preparing a submission, the offeror shall ensure that the specific criteria of the requirement are addressed, the solution is clear, and can be accomplished with the proposed technology, cost, and schedule. The Quad Chart includes a document header and four quadrants. The Quad Chart format and sample are provided at the BIDS website under Reference Materials.

[bookmark: _Toc157424014][bookmark: _Toc157424439][bookmark: _Toc157424562][bookmark: _Toc441851657]3.5.3.1. Header Information.
Header information shall include the BAA Announcement number, the Document Identifier, and the Proposal Title. The date and company name should be included along with the appropriate document markings.

[bookmark: _Toc157424015][bookmark: _Toc157424440][bookmark: _Toc157424563][bookmark: _Toc441851658]3.5.3.2. Top Left Quadrant, Graphical Depiction.
[bookmark: OLE_LINK12][bookmark: OLE_LINK1]The top left quadrant is a graphical depiction, photograph, or artist’s concept of the proposed solution or prototype. Include labels or brief descriptive text as needed for clarification. Ideally, this will convey the prototype concept, use, capability, and any relevant size or weight relationships based on the published requirement.

[bookmark: _Toc157424016][bookmark: _Toc157424441][bookmark: _Toc157424564][bookmark: _Toc441851659]3.5.3.3. Top Right Quadrant, Operational and Performance Capabilities.
The top right quadrant contains the operational and performance capabilities summary. Describe any basic, new, or enhanced capabilities the system will provide to meet the published requirement. In bullet form, list key aspects of performance, capability, operational use, relevant software or hardware specifications, and planned interface and/or compatibility. The offeror is only required to submit past performance information in response to a request for Full Proposal.

[bookmark: _Toc157424017][bookmark: _Toc157424442][bookmark: _Toc157424565][bookmark: _Toc441851660]3.5.3.4. Bottom Left Quadrant, Technical Approach.
The bottom left quadrant contains the proposed technical approach. Specifically, describe the technology involved, how it will be used to solve the problem, actions done to date, and any related ongoing efforts. Briefly describe the tasks to be performed for each phase. A bullet list is acceptable.

[bookmark: _Toc157424018][bookmark: _Toc157424443][bookmark: _Toc157424566][bookmark: _Toc441851661]3.5.3.5. Bottom Right Quadrant, Cost and Schedule.
The bottom right quadrant contains the Rough Order of Magnitude (ROM) and Schedule, Products and Deliverables, and Corporate Contact Information. ROM and Schedule shall be proposed by phase and include the cost, period of performance (POP), and exit criteria for each phase. A total cost and POP that combines all phases shall also be included. Products and Deliverables shall include, by phase, a list of all prototype hardware and software along with the required data as described in “Product and Deliverable Requirements” in section 2 of this document. Corporate Contact Information shall include the submitter’s company name, POC, phone number, and email address. Include any significant teaming partner (contact information) relevant to the evaluation. (Note that the contact information in the BIDS registration is used for all notices and contact purposes.)

[bookmark: _Toc34535931][bookmark: _Toc3106808][bookmark: _Toc476546483][bookmark: _Toc78104324][bookmark: _Toc78104401][bookmark: _Toc78104461][bookmark: _Toc157424019][bookmark: _Toc157424444][bookmark: _Toc157424567][bookmark: _Toc441851662]3.5.4. Phase 1 Notification to Offeror.
The Government will notify the offeror when a submission has been accepted or rejected. Notification of acceptance with a request to submit the next phase document will be emailed to the offeror’s contracting authority as entered in the BIDS registration and will indicate the next submission type, clarification requests, and due date and time. Likewise, rejection notifications will be emailed to the address provided in the BIDS registration. Debriefings for Quad Charts will not be conducted due to the nature of BAAs. In general, submissions are not considered for further review when they do not meet the basic requirement, are too costly, or do not fit the mission. All Quad Charts are evaluated in accordance with Section 4, Proposal Evaluation, of this BAA.

[bookmark: _Toc34535932][bookmark: _Toc3106809][bookmark: _Toc476546484][bookmark: _Toc78104325][bookmark: _Toc78104402][bookmark: _Toc78104462][bookmark: _Toc157424020][bookmark: _Toc157424445][bookmark: _Toc157424568][bookmark: _Toc441851663]3.5.5. Phase 1 Status and Inquiries.
Phase 1 is complete when all submissions have been accepted or rejected in accordance with this BAA. Inquiries by phone concerning the status of Quad Charts will not be accepted. After login to the BIDS website, submitters are able to check the status of their submission(s) under Check My Current Proposals. 

[bookmark: _Toc34535933][bookmark: _Toc3106810][bookmark: _Toc476546485][bookmark: _Toc78104326][bookmark: _Toc78104403][bookmark: _Toc78104463][bookmark: _Toc157424021][bookmark: _Toc157424446][bookmark: _Toc157424569][bookmark: _Toc441851664]3.6. Phase 2 White Paper Submissions.
Offerors shall prepare and upload a White Paper with no more than twelve (12) pages plus a cover page in response to Phase 2 of this BAA. All submission pages shall be 8 ½ by 11 inches, double-spaced with fonts no smaller than 10 point; all margins shall be one inch. Each page of the submission shall contain the document identifier in the document header. If the White Paper contains more than 12 pages including tables, charts, and figures, only the first 12 pages will be evaluated. All White Paper submissions must include a cover page. The cover page template is provided at the BIDS website under Reference Materials. The cover page is excluded from the White Paper page count.

[bookmark: _Toc157424022][bookmark: _Toc157424447][bookmark: _Toc157424570][bookmark: _Toc441851665]3.6.1. Phase 2 Due Date and Time.
All unclassified White Papers must be received electronically through BIDS no later than the due date and time specified in the Phase I Quad Chart acceptance email. Likewise, classified submissions must be received by the same due date and time. Offerors must create a placeholder record in BIDS with an unclassified cover page attachment. Refer to the “Special Handling Procedures for Classified Information” in this document for instructions on classified submissions. BIDS does not allow proposals to be uploaded or classified placeholders to be created after the due date and time. Any proposal, regardless of classification, submitted by any other means, or that is late, will not be considered by the Government.
 
[bookmark: _Toc34535935][bookmark: _Toc3106812][bookmark: _Toc78104328][bookmark: _Toc78104405][bookmark: _Toc78104465][bookmark: _Toc157424023][bookmark: _Toc157424448][bookmark: _Toc157424571][bookmark: _Toc441851666]3.6.2. Electronic File Format.
The White Paper shall be submitted in Microsoft Office (Word or PowerPoint), or Adobe Acrobat (PDF – portable document format) format. ZIP files and other application formats are not acceptable. The document must be print-capable, without password, and no larger than 2048 KB. File names must contain the appropriate file name extension (.doc/.docx, .ppt/.pptx, or .pdf). File names cannot contain spaces or special characters. Apple/Macintosh users must ensure the entire file name and path are free of spaces and special characters. Submissions that cannot be opened, viewed, or printed will not be considered.

[bookmark: _Toc157424024][bookmark: _Toc157424449][bookmark: _Toc157424572][bookmark: _Toc441851667]3.6.3. Phase 2 Document Upload.
To upload a next phase document use the link back to BIDS provided in the acceptance email, or login to BIDS under Proposals Due to open the accepted record. Select Create Next Submission and follow the instructions.

[bookmark: _Toc157424025][bookmark: _Toc157424450][bookmark: _Toc157424573][bookmark: _Toc441851668]3.6.4. White Paper Content.
White Papers shall provide a description of the technical approach, the specific tasks and deliverables by phase, schedule and cost estimate by phase, intellectual property and government rights, transition planning for production, and a capability statement. The offeror shall incorporate all clarification data requests from the acceptance email into the submission. Indicate clarification entries by footnote and reference the requested item(s) in the footer area. The following White Paper sections and details are required.

[bookmark: _Toc441851669]3.6.4.1. Cover Page.
A cover page template is provided at the BIDS website under Reference Materials. The cover page includes necessary contractual information including the offeror’s contracting POC (name, telephone number, email address, facsimile number, mailing address) and business information (Data Universal Numbering System (DUNS) number, Commercial and Government Entity (CAGE) code, business type). Include the proposed contract type, total cost, and the duration of all phases/tasks. Cover pages are excluded from the page count.

[bookmark: _Toc157424026][bookmark: _Toc157424451][bookmark: _Toc157424574][bookmark: _Toc441851670]3.6.4.2. Technical Approach.
Describe the proposed solution relative to the requirement. Focus content on operational capabilities required to address the problem, the underlying theory that supports the operational capability, and suggested concept of operations. Identify end users that could be interested in the proposed solution and describe how the solution will be a benefit. Include drawings, diagrams, charts, and tables needed to explain the effort. Describe if, and where, the proposed technology/solution has been, or is being used. Identify sponsoring agency and funding resources; or if none, so state.

[bookmark: _Toc157424027][bookmark: _Toc157424452][bookmark: _Toc157424575][bookmark: _Toc441851671]3.6.4.3. Tasks and Deliverables.
Identify the proposed tasks by phase in the order of occurrence. A phase must have clear exit criteria to serve as a “go” or “no-go” decision point to proceed to the next phase. Identify work that will be performed by other organizations or agencies. Identify anticipated technical risks along with planned mitigation efforts. Indicate any Government furnished material (GFM), equipment (GFE), or information (GFI) that will be required with the task and need date; or if none, so state. For each phase include the exit criteria and all products and deliverables as defined in “Product and Deliverable Requirements” in section 2 of this document. If a phase is proposed as an option, so state.

[bookmark: _Toc157424028][bookmark: _Toc157424453][bookmark: _Toc157424576][bookmark: _Toc441851672]3.6.4.4. Schedule.
Develop a master project schedule preferably in Gantt chart format. The schedule shall indicate the planned start and stop point for each phase with top level subordinate tasks, estimated delivery dates, and completion dates. Indicate the total project POP in months using January 2nd as a notional start date through the completion date.

[bookmark: _Toc157424029][bookmark: _Toc157424454][bookmark: _Toc157424577][bookmark: _Toc441851673]3.6.4.5. Cost.
Provide the proposed, task-phased budgetary estimate inclusive of any proposed options. At a minimum, this estimate shall detail estimated labor hours and costs, anticipated material costs, product and deliverable costs (see section 2 General Information, “Product and Deliverable Requirements” in this document) and other costs (e.g., subcontracts, indirect rates, fee rate) for each phase/task. Costs allocated to other organizations (e.g., Government testing) shall be clearly shown; or if none, so state. Changes in cost greater than 10 percent from those proposed in the prior submission shall be explained.

[bookmark: _Toc157424030][bookmark: _Toc157424455][bookmark: _Toc157424578][bookmark: _Toc441851674]3.6.4.6. Intellectual Property, Technical Data, and Software.
Disclose/discuss all intellectual property, technical data, and/or software rights that are intended to be used in connection with this submission. See section 2 General Information, “Submission Handling/Rights in Technical Data and Computer Software/Patent Rights” in this document. For additional information on this topic, see the DOD Intellectual Property Guide, available for download on the Technology Transition Web page at www.cttso.gov and DFARS 252.227-7013 and DFARS 252.227-7014.

[bookmark: _Toc190657843][bookmark: _Toc190657844][bookmark: _Toc157424031][bookmark: _Toc157424456][bookmark: _Toc157424579][bookmark: _Toc441851675]3.6.4.6.1. Patents and Patent Applications.
Identify any existing, applied for, or pending patents that will be used in the conduct of this effort. Provide patent number with date of issue and title or patent application number with filing date and title. Any patent or patent application that resulted from prior government funding should be identified. If no patents or patent applications are relevant, so state. See section 2 General Information, “Submission Handling/Rights in Technical Data and Computer Software/Patent Rights” in this document.

[bookmark: _Toc157424032][bookmark: _Toc157424457][bookmark: _Toc157424580][bookmark: _Toc441851676]3.6.4.6.2. Rights in Technical Data and Software.
Identify any technical data and/or computer software that will be delivered with less than unlimited rights as prescribed in DFARS 252.227-7013 and DFARS 252.227-7014. If unlimited rights in technical data are proposed, so state. See section 2 General Information, “Submission Handling/Rights in Technical Data and Computer Software/Patent Rights” in this document.

[bookmark: _Toc157424033][bookmark: _Toc157424458][bookmark: _Toc157424581][bookmark: _Toc441851677]3.6.4.7. Transition from Prototype to Production.
Describe the overall strategy to transition the results of this development effort to production once the funded effort is concluded. Briefly describe the overall strategy for transition, potential partners, transition issues to include any obvious regulatory, liability, interoperability, or financing issues. Discuss the interaction with representative users and the concept for test and evaluation by those users and follow on support of a product resulting from this effort.

[bookmark: _Toc157424034][bookmark: _Toc157424459][bookmark: _Toc157424582][bookmark: _Toc441851678]3.6.4.8. Organizational Capability Statement.
Describe the offeror’s capability and/or experience in doing this type of work. Identify technical team members or principal investigators and associated expertise. If applicable, include a description of co-participants’ capabilities and/or experience. State whether an agreement has been reached (or not) with the co-participants. The offeror is only required to submit past performance information in response to a request for Full Proposal.

[bookmark: _Toc34535937][bookmark: _Toc3106814][bookmark: _Toc476546490][bookmark: _Toc78104330][bookmark: _Toc78104407][bookmark: _Toc78104467][bookmark: _Toc157424035][bookmark: _Toc157424460][bookmark: _Toc157424583][bookmark: _Toc441851679]3.6.5. Phase 2 Notifications to Offeror.
The Government will notify the offeror when a submission has been accepted or rejected. Notification of acceptance with a request to submit the next phase document will be emailed to the offeror’s contracting authority as entered in the BIDS registration and will indicate the next submission type, clarification requests, and due date and time. Likewise, rejection notifications will be emailed to the address provided in the BIDS registration. Debriefings for White Papers will not be conducted due to the nature of BAAs. In general, submissions are not considered for further review when they do not meet the basic requirement, are too costly, do not fit the mission, or funding is not expected. All White Papers are evaluated in accordance with Section 4, Proposal Evaluation, of this BAA.

[bookmark: _Toc34535938][bookmark: _Toc3106815][bookmark: _Toc476546491][bookmark: _Toc78104331][bookmark: _Toc78104408][bookmark: _Toc78104468][bookmark: _Toc157424036][bookmark: _Toc157424461][bookmark: _Toc157424584][bookmark: _Toc441851680]3.6.6. Phase 2 Status and Inquiries.
Phase 2 is complete when all submissions have been accepted or rejected in accordance with this BAA. Inquiries by phone concerning the status of White Papers will not be accepted. After login to the BIDS website, submitters are able to check the status of their submission(s) under Check My Current Proposals.

[bookmark: _Toc34535939][bookmark: _Toc3106816][bookmark: _Toc78104332][bookmark: _Toc78104409][bookmark: _Toc78104469][bookmark: _Toc157424037][bookmark: _Toc157424462][bookmark: _Toc157424585][bookmark: _Toc441851681]3.7. Phase 3 Full Proposal Submissions.
Offerors shall prepare and upload a Full Proposal, consisting of a Technical Proposal and a Cost Proposal, plus a cover page, in response to Phase 3 of this BAA. All pages shall be 8 ½ by 11 inches, double-spaced with fonts no smaller than 10 point; all margins shall be one inch. Each page of the submission shall contain the document identifier in the document header. The Technical Proposal must be no more than 50 pages including tables, charts, and figures. If the document contains more than 50 pages, only the first 50 pages will be evaluated. All paragraphs containing proprietary information must be clearly marked. The Cost Proposal has no page limit; however, unnecessarily elaborate or information beyond those sufficient to present a complete and effective response is not desired.

Disclaimer - To minimize the cost and effort for submitters, Phase 3, Full Proposals, will only be requested for qualifying solutions that have a high probability of award; however, the Government reserves the right to cancel requirements, or any request for proposals for this solicitation, at any time prior to award and shall not be liable for any cost of proposal preparation or submission.

[bookmark: _Toc157424038][bookmark: _Toc157424463][bookmark: _Toc157424586][bookmark: _Toc441851682]3.7.1. Phase 3 Due Date and Time.
All unclassified Full Proposals must be received electronically through BIDS no later than the due date and time specified in the acceptance email. Likewise, classified submissions must be received by the due date and time. Offerors must create a placeholder record in BIDS with an unclassified cover page attachment. Refer to the “Special Handling Procedures for Classified Information” in this document for instructions on classified submissions. BIDS does not allow proposals to be uploaded or classified placeholders to be created after the due date and time. Any proposal, regardless of classification, submitted by any other means, or that is late, will not be considered by the Government.

[bookmark: _Toc157424039][bookmark: _Toc157424464][bookmark: _Toc157424587][bookmark: _Toc441851683]3.7.2. Electronic File Format.
The Full Proposal shall be submitted in Microsoft Office (Word or PowerPoint), or Adobe Acrobat (PDF – portable document format). The cost proposal may be submitted in Microsoft Office (Excel) format. ZIP files and other application formats are not acceptable. The document must be print-capable, without password, and no larger than 2048 KB. File names must contain the appropriate file name extension (.doc/.docx, .ppt/.pptx, .xls/.xlsx, or .pdf). File names cannot contain spaces or special characters. Apple/Macintosh users must ensure the entire file name and path are free of spaces and special characters. Submissions that cannot be opened, viewed, or printed will not be considered.

[bookmark: _Toc157424040][bookmark: _Toc157424465][bookmark: _Toc157424588][bookmark: _Toc441851684]3.7.3. Phase 3 Document Upload.
To upload a next phase document, locate and open the accepted record in BIDS and select Create Next Submission.

[bookmark: _Toc157424041][bookmark: _Toc157424466][bookmark: _Toc157424589][bookmark: _Toc441851685]3.7.4. Full Proposal Components.
Full Proposals shall consist of two major sections described in this document, and can be uploaded to BIDS in two separate files each limited to 2048 KB each. The first section is the Technical Proposal and shall include all information related to the proposal as specified in this BAA including figures, charts, and tables plus the cover page. The second section is the Cost Proposal to include all cost data as well as an explanation of changes in cost greater than 10 percent from those proposed in the prior submission. Additionally, the offeror will include a cover page as follows:

A cover page template is provided at the BIDS website under Reference Materials. The cover page includes necessary contractual information including the offeror’s contracting POC (name, telephone number, email address, facsimile number, mailing address) and business information (DUNS number, CAGE code, business type). Include the proposed contract type, total cost, and the duration of all phases/tasks.

[bookmark: _Toc157424042][bookmark: _Toc157424467][bookmark: _Toc157424590][bookmark: _Toc441851686]3.7.5. Technical Proposal Content.
The Technical Proposal shall provide a technically detailed solution of the problem addressed in the requirement and fully expand the technology proposed in the prior submissions. The following sections and associated data are required. The offeror shall incorporate all clarification data requests in the Phase 2 acceptance email. Indicate clarification entries by footnote and reference the requested item(s) in the footer area.

[bookmark: _Toc157424043][bookmark: _Toc157424468][bookmark: _Toc157424591][bookmark: _Toc441851687]3.7.5.1. Reserved.

[bookmark: _Toc157424044][bookmark: _Toc157424469][bookmark: _Toc157424592][bookmark: _Toc441851688]3.7.5.2. Abstract.
The abstract is a one page (or less) synopsis of the proposal that includes the title and the basic approach to satisfy the requirement. Describe the overall scope of work to be performed for the entire POP inclusive of options. The abstract shall stand alone and be suitable for release under the Freedom of Information Act, 5 U.S.C. 552, as amended.

[bookmark: _Toc157424045][bookmark: _Toc157424470][bookmark: _Toc157424593][bookmark: _Toc441851689]3.7.5.3. Executive Summary.
An executive summary is a concise description of the technology and solution being proposed. Include key information that demonstrates how the proposed solution meets the published requirement. The executive summary should not introduce any new information not covered in the subsequent content.

[bookmark: _Toc157424046][bookmark: _Toc157424471][bookmark: _Toc157424594][bookmark: _Toc441851690]3.7.5.4. Technical Approach.
Describe the technical approach for the proposed solution to meet the requirement. Include technical details of the solution and fully expand the technology proposed in the prior phase submission. Include the methodology, underlying theory, system components, and operational scenario for the intended users. Include drawings, diagrams, charts, and tables needed to explain the effort. Describe relevant prior application of the proposed technology and/or solution, how it is being used, and by whom. Identify sponsoring agency and funding resources; or if none, so state. If subcontractors are proposed, include a detailed description of the effort that they will be performing in support of or in addition to the prime.

[bookmark: _Toc157424047][bookmark: _Toc157424472][bookmark: _Toc157424595][bookmark: _Toc441851691]3.7.5.5. Project Plan.
The project plan shall be organized by phase and describe the work to be performed along with all associated requirements to successfully complete the proposed effort. Include a summary of the individual phases to follow.

[bookmark: _Toc157424048][bookmark: _Toc157424473][bookmark: _Toc157424596][bookmark: _Toc441851692]3.7.5.5.1. Phases.
Phases shall be defined by the subset of tasks to be performed, phase objectives to be accomplished, and the required POP to completion. Phases shall be listed in order of occurrence. Identify phases that are optional. Each phase must contain clear exit criteria that is measurable evidence of completion and serves as a “go” or “no-go” decision point. Each phase shall include a total cost.

[bookmark: _Toc157424049][bookmark: _Toc157424474][bookmark: _Toc157424597][bookmark: _Toc441851693]3.7.5.5.2. Tasks within a Phase. 
For each task, provide a detailed description of the work to be performed. Identify any work that will be performed by other organizations or agencies; or if none, so state. Indicate if an agreement is in place for the resources.

[bookmark: _Toc157424050][bookmark: _Toc157424475][bookmark: _Toc157424598][bookmark: _Toc441851694]3.7.5.5.3. Products and Deliverables.
Identify all deliverables - products as well as documentation and reports - for each Task/Phase. Refer to section 2.6 of this document “Product and Deliverable Requirements” for the minimum report requirements, and additional products and deliverables in performance of the effort proposed.

[bookmark: _Toc157424051][bookmark: _Toc157424476][bookmark: _Toc157424599][bookmark: _Toc441851695][bookmark: OLE_LINK16]3.7.5.6. Master Schedule.
Develop a master project schedule that includes phase start and stop dates as well as major milestones, critical tasks, and report and product delivery dates. Assume a start date of January 2nd. Indicate any optional phases.

[bookmark: _Toc157424052][bookmark: _Toc157424477][bookmark: _Toc157424600][bookmark: _Toc441851696]3.7.5.7. Government Furnished Equipment.
Reasonably identify all Government furnished equipment (GFE), materials, facilities, or information with the need date and suggested source at the time of proposal submission. GFE includes, but is not limited to: Government email accounts, SIPRNET access, Common Access Cards (CACs), and/or space at a CTTSO facility (either permanent residence, temporary residence, or testing). Upon identifying GFE, if an offeror’s proposal is selected for contract award, the proposed GFE will be identified in the resulting contract. Failure to adequately identify necessary GFE may result in contract termination due to the offeror’s inability to perform under this competitive source selection. If Government equipment, materials, facilities, or information are not required, so state.

[bookmark: _Toc157424053][bookmark: _Toc157424478][bookmark: _Toc157424601][bookmark: _Toc441851697]3.7.5.8. Project Risks and Mitigation.
Identify anticipated technical and management risks along with planned mitigation efforts. Indicate the risk assessment as high, medium, or low.

[bookmark: _Toc157424054][bookmark: _Toc157424479][bookmark: _Toc157424602][bookmark: _Toc441851698]3.7.5.9. Organizational Capability Statement.
Include a brief description of the offeror’s organization. Describe the offeror’s capability and/or experience in doing the type of work being proposed. If applicable, include a description of co-participants’ capabilities and/or experience. State whether an agreement has been reached with the co-participants. Provide at least three references, to include points of contact, for like or similar work.

[bookmark: _Toc157424055][bookmark: _Toc157424480][bookmark: _Toc157424603][bookmark: _Toc441851699]3.7.5.10. Organizational Resources.
Identify key technical personnel and principal investigator(s) including alternates and co-participants, if applicable. Include a brief biography, relevant expertise, and a list of recent publications for each. Identify any team members with potential conflicts of interest. Possible conflicts of interest include personnel formerly employed by the federal Government within the past two years from the date of proposal submission. Provide name, duties, employing agency, and dates of employment; or if none, so state.

[bookmark: _Toc157424056][bookmark: _Toc157424481][bookmark: _Toc157424604][bookmark: _Toc441851700]3.7.5.11. Intellectual Property, Technical Data, and Software.
All anticipated intellectual property, technical data or software rights shall be disclosed. See section 2 General Information, “Submission Handling/Rights in Technical Data and Computer Software/Patent Rights” in this document.

[bookmark: _Toc157424057][bookmark: _Toc157424482][bookmark: _Toc157424605][bookmark: _Toc441851701]3.7.5.11.1. Patents and Patent Applications.
Identify any existing, applied for, or pending patents that will be used in the conduct of this effort. Provide Patent number or application number and title. Any patent that resulted from prior Government funding should be identified. State if no patents or patent applications are relevant.

[bookmark: _Toc157424058][bookmark: _Toc157424483][bookmark: _Toc157424606][bookmark: _Toc441851702]3.7.5.11.2. Rights in Technical Data.
Identify any technical data and/or computer software that will be delivered with less than unlimited rights as prescribed in DFARS 252.227-7013 and DFARS 252.227-7014. State if unlimited rights in technical data are proposed.

[bookmark: _Toc157424059][bookmark: _Toc157424484][bookmark: _Toc157424607][bookmark: _Toc441851703]3.7.5.12. Transition from Prototype to Production. 
Describe the approach and issues related to transition or commercialization of the results of this effort to an operationally suitable and affordable product for the intended users to include the following. The cost to prepare the Transition Plan should be included in the proposed costs. The cost to prepare the Transition Plan should be detailed in accordance with BAA Section 3.7.6.1. Additional information regarding the Technology Transition Guidance can be found at the CTTSO website.

NOTE – If the specific requirement will not reasonably result in a prototype (e.g., study, service requirement) so state “Not Applicable to this Requirement” and justify why.

[bookmark: _Toc157424060][bookmark: _Toc157424485][bookmark: _Toc157424608][bookmark: _Toc441851704]3.7.5.12.1. Transition Strategy.
Provide the overall strategy for transition to production (licensing, partnering, or venturing) along with the associated timelines for actions associated with the transition. Describe the roles of current development partners, subcontractors, or other organizations that will be leveraged. If the offeror is not a commercial entity, indicate if a commercial partner has been identified. Discuss barriers to commercialization, such as anticipated regulatory issues (such as environmental, safety, health, and transportation), liability issues, interoperability, and financing, and planned steps to address these barriers.

[bookmark: _Toc157424061][bookmark: _Toc157424486][bookmark: _Toc157424609][bookmark: _Toc441851705]3.7.5.12.2. Transition Approach.
Describe the type and level of effort envisioned to take the technology from its state at the end of the development effort to a production ready, affordable, operationally suitable product (such as size and/or weight reduction, packaging, environmental hardening, integration, additional test and certification). Provide an estimate of any costs to transition the prototype to low rate initial production. Provide the estimated production unit price for the end users.

[bookmark: _Toc157424062][bookmark: _Toc157424487][bookmark: _Toc157424610][bookmark: _Toc441851706]3.7.5.12.3. Test and Evaluation.
Describe the plan to involve representative users during the design and development process and the general plan for test and evaluation by representative end users. If the phases of performance include representative user test and evaluation: (1) ensure coordination of user participation is thoroughly discussed in the technical approach; and (2) state “Representative User Participation will occur during contract performance.”

[bookmark: _Toc157424063][bookmark: _Toc157424488][bookmark: _Toc157424611][bookmark: _Toc441851707]3.7.5.12.4. Operational Support.
Describe the estimated level of training needed to prepare users to utilize the product in an operational environment. Discuss the anticipated support concept such as level(s) of repair, spare parts, warranties, operation and maintenance technical manuals, simulators, and other logistics considerations.

[bookmark: _Toc157424064][bookmark: _Toc157424489][bookmark: _Toc157424612][bookmark: _Toc441851708]3.7.5.13. Human Subjects and Animal Testing.
The proposal shall provide a statement regarding the anticipated use of human subjects or animals in testing; or if none, so state. If yes, procedures for complying with all laws and regulations governing the use of animals or human subjects in research projects shall be included in the technical proposal. See section 2.9, “Animal or Human Testing Compliance” in this document for details.

[bookmark: _Toc157424065][bookmark: _Toc157424490][bookmark: _Toc157424613][bookmark: _Toc441851709]3.7.5.14. Environmental Impact.
The proposal shall provide a statement regarding the impact of the work proposed on the environment. State if no impact exists.

[bookmark: _Toc157424066][bookmark: _Toc157424491][bookmark: _Toc157424614][bookmark: _Toc441851710]3.7.5.15. Classification and Security.
If the offeror is proposing to perform research in a classified area, indicate the level of classification of the research and the level of clearance of the potential principal investigator and all proposed personnel. The contractor shall include facility clearance information. Also, the contractor shall indicate the Government agency that issued the clearances. State if the proposed effort is unclassified.

[bookmark: _Toc157424067][bookmark: _Toc157424492][bookmark: _Toc157424615][bookmark: _Toc441851711][bookmark: OLE_LINK17][bookmark: OLE_LINK18]3.7.5.16. Subcontracting Plan.
If the total amount of the proposal exceeds $700,000 and the offeror is not a small business, the offeror shall submit a subcontracting plan for small business and small socially and economically disadvantaged business concerns. A mutually agreeable plan will be included in and made a part of the resultant contract. The contract cannot be executed unless the contracting officer determines that the plan provides the maximum practicable opportunity for small business and small disadvantaged business concerns to participate in the performance of the contract. The Subcontracting Plan/information is excluded from page count. The DoD goal for awarding subcontracts to Small Disadvantaged Businesses is 5%.

[bookmark: _Toc34535943][bookmark: _Toc3106820][bookmark: _Toc78104336][bookmark: _Toc78104413][bookmark: _Toc78104473][bookmark: _Toc157424068][bookmark: _Toc157424493][bookmark: _Toc157424616][bookmark: _Toc441851712]3.7.6. Cost Proposal.
The offeror and each significant subcontractor, if any, shall prepare and submit cost or pricing data, and supporting attachments in accordance with Table 15-2 of FAR 15.408. All spreadsheet formulas will be accessible. As soon as practicable after agreement on price, but before contract award, the offeror shall submit a Certificate of Current Cost or Pricing Data as prescribed by FAR 15.406-2 for cost type contracts exceeding $750,000. 

[NOTE: To determine the reasonableness of the cost proposal, the Government may request additional supporting documentation for proposed costs.]

[bookmark: _Toc157424069][bookmark: _Toc157424494][bookmark: _Toc157424617][bookmark: _Toc441851713]3.7.6.1. Cost Summary Section.
Provide a narrative discussing/substantiating elements of the cost proposal. Provide a separate summary of the total cost for each phase and for the total of the entire effort proposed. Indicate optional phases. Explain changes in cost greater than 10 percent from those proposed in the previous submission. The Cost Summary may be submitted in Microsoft Office Word or PDF with Font no smaller than 10 point.

[bookmark: _Toc157424070][bookmark: _Toc157424495][bookmark: _Toc157424618][bookmark: _Toc441851714]3.7.6.1.1. Other Funding Sources.
The proposal shall provide the names of other federal, state, or local agencies, or other parties receiving the proposal and/or funding or potentially funding the proposed effort. State if no other funding sources or parties are involved.

Additional information/documents to be included in the Cost Summary:

· Business/Cost Checklist. The offeror shall complete and include a copy of the Business/Cost Checklist found at the BIDS website under Reference Materials. Information and documents required in the Business/Cost Checklist shall be included in this proposal.
· Terms & Conditions. The offeror shall identify any anticipated/proposed contract terms and conditions in the proposal summary.
· Proposal Validity. The proposal shall remain valid for a period of no less than 180 days from submission.
· Forward Pricing Rate Agreement. If the offeror has an applicable rate agreement with DCAA (or another Federal Agency, e.g., HHS), please include a copy of the agreement and provide a point of contact to your cognizant DCAA office. If the offeror has not previously been audited by DCAA, the procuring office may request an audit to verify the proposal labor direct and indirect rates. This applies to both prime contractors and subcontractors.
· ACH Form. The offeror will submit a completed ACH Form. (Found at the BIDS website under Reference Materials.).
· VETS 100. The offeror will submit the most recent VETS 100 certificate.
· Subcontracting Plan. If the offeror is a large business or other applicable entity operating in the United States, the offeror shall submit a Small Business Subcontracting Plan.
· Past Performance. The offeror shall provide information on previous Federal Government prime or subcontracts featuring endeavors relevant (i.e., within the past three years and of similar size and complexity) to the specific requirement.

[bookmark: _Toc157424071][bookmark: _Toc157424496][bookmark: _Toc157424619][bookmark: _Toc441851715]3.7.6.2. Detailed Cost Estimate.
Provide, in table format, a detailed cost breakdown by phase, of all items identified in the technical portion of the proposal for the following cost elements. Include all options. Submission of Detailed Cost Estimate spreadsheets and tables shall be in Microsoft Office (Excel) format with Font no smaller than 10 point.

[bookmark: _Toc157424072][bookmark: _Toc157424497][bookmark: _Toc157424620][bookmark: _Toc441851716]3.7.6.2.1. Direct Labor Costs.
Detail the direct labor cost estimate by showing the breakdown of labor hours, rates, cost for each category, and furnish the basis for the estimates.
· Labor Category. Include a detailed description of the category.
· Labor Hours. Include a Basis of Estimate for the proposed hours. Detail hours to be worked by each labor category proposed per each task, per each fiscal year and cumulatively.
· Labor Rates. Rates shall be in accordance with established rate agreements. If no rate agreement exists, use payroll data with actual rates to substantiate the proposed rates. If fully loaded rates are proposed, the offeror shall identify the base rate and build up. 
· Escalation. Identify the escalation rate, how the rate is applied, and provide justification for the rate used.

[bookmark: _Toc157424073][bookmark: _Toc157424498][bookmark: _Toc157424621][bookmark: _Toc441851717]3.7.6.2.2. Indirect Costs.
Indicate how the offeror has computed and applied offeror’s indirect costs (e.g., overhead, G&A, material burden). Indicate the rates used and provide an appropriate explanation.

[bookmark: _Toc157424074][bookmark: _Toc157424499][bookmark: _Toc157424622][bookmark: _Toc441851718]3.7.6.2.3. Other Direct Costs.
Identify all other costs directly attributable to the effort and not included in other sections (e.g., special tooling, travel, computer and consultant services, preservation, packaging and packing, spoilage and rework) and provide the basis for pricing.
· Travel. The basis for travel estimates will include trip purpose, departure site and destination, number of persons traveling, number of days, ground transportation requirements, and detailed costs for airfare, hotel, rental cars, and per diem allowances per Federal Travel Regulations (FTR).

[bookmark: _Toc157424075][bookmark: _Toc157424500][bookmark: _Toc157424623][bookmark: _Toc441851719]3.7.6.2.4. Materials and Subcontractors.
· Materials. Submit a detailed Bill of Materials identifying each discrete material component. Backup documentation must be submitted to explain the basis of estimate for at least 80% of the total material cost proposed. Backup documentation may include: actual production costs, catalog listings, supplier quotes, actual invoices, or other documentation from a third-party source which verifies the proposed price.
· Consultants. If any consultants are to be used, the offeror shall submit consultant quotes for hourly rates, estimated number of hours required, and justification.
· Subcontractors. If any subcontractors are to be used, the offeror shall submit complete subcontractor quotes or proposals as part of the proposal. Subcontractor proposals will be evaluated along with the prime’s proposal, and they are expected to contain the same level of detail as a prime proposal. Subcontractors providing commercial items may submit a commercial quote instead of a detailed proposal. [NOTE: In order to protect proprietary data, subcontractors may submit their detailed cost proposals directly to the Contracting Officer instead of submitting to the prime contractor. If this occurs, the prime is responsible for ensuring subcontractor’s submission is timely and is completed in accordance with these instructions.

[bookmark: _Toc157424076][bookmark: _Toc157424501][bookmark: _Toc157424624][bookmark: _Toc441851720]3.7.6.2.5. Government Furnished or Contractor Acquired Equipment.
Identify the external property or materials required to perform the task in the summary. Separate items to be acquired with contract funds and those to be furnished by the Government. Reasonably provide the description or title and estimated unit and total costs of each item (i.e., manufacturer, catalog price, or previous purchase price). When such information on individual items is not available, the items should be grouped by class and estimated values indicated. In addition, the offeror shall include a statement of the extent to which the offeror is willing to acquire the items. NOTE: The FAR generally prohibits providing an industrial contractor with facilities (including plant equipment and real property) with a unit acquisition cost of less than $10,000.

[bookmark: _Toc157424077][bookmark: _Toc157424502][bookmark: _Toc157424625][bookmark: _Toc441851721]3.7.6.2.6. Fee.
Include the fee proposed for this effort. State if no fee is proposed. Include a discussion, in the summary, of risk, technical difficulty, need for management/oversight, exceptional circumstances, etc.

[bookmark: _Toc157424078][bookmark: _Toc157424503][bookmark: _Toc157424626][bookmark: _Toc441851722]3.7.6.2.7. Competitive Methods.
For those acquisitions (e.g., subcontract, purchase orders, material orders) over $150,000 priced on a competitive basis, also provide data showing degree of competition and the basis for establishing the source and reasonableness of price. For inter-organizational transfers priced at other than cost of the comparable competitive commercial work of the division, subsidiary, or affiliate of the contractor, explain the pricing method (See FAR 31.205-26(e)).

[bookmark: _Toc157424079][bookmark: _Toc157424504][bookmark: _Toc157424627][bookmark: _Toc441851723]3.7.6.2.8. Established Catalog or Market Prices/Prices Set By Law or Regulation.
When an exemption from the requirement to submit cost or pricing data is claimed, whether the item was produced by others or by the offeror, provide justification for the exemption.

[bookmark: _Toc157424081][bookmark: _Toc157424506][bookmark: _Toc157424629][bookmark: _Toc441851724]3.7.6.2.9. Royalties.
If more than $250 provide the following information on a separate page for each separate royalty or license fee:
 
· Name and Address of Licensor
· Date of the License Agreement (See Note 1 below.)
· Patent numbers, Patent Application Serial Numbers, or other basis on which the royalty is payable
· Brief description (including any part or model numbers of each contract item or component on which the royalty is payable) 
· Percentage or dollar rate of royalty per unit 
· Unit price of contract item 
· Number of units 
· Total dollar amount of royalties
 
Note 1: A copy of the current license agreement and identification of applicable claims of specific patents shall be provided upon request by the contracting officer. See FAR 27.204 and FAR 31.205.37.

[bookmark: _Toc157424082][bookmark: _Toc157424507][bookmark: _Toc157424630][bookmark: _Toc441851725]3.7.6.2.10. Facilities Capital Cost of Money.
When the offeror elects to claim facilities capital cost of money as an allowable cost, the offeror must submit Form CASB-CMF and show the calculation of the proposed amount. See FAR 31.205-10.

[bookmark: _Toc34535945][bookmark: _Toc3106822][bookmark: _Toc78104338][bookmark: _Toc78104415][bookmark: _Toc78104475][bookmark: _Toc157424083][bookmark: _Toc157424508][bookmark: _Toc157424631][bookmark: _Toc441851726]3.7.7. Phase 3 Notifications to Offerors.
Notification of acceptance or rejection of a Phase 3 submission will be sent via email to the offeror’s principal contact as entered in the BIDS registration. Acceptance of a Full Proposal does not guarantee a contract will be awarded. If the Government does not accept the Phase 3 proposal, the offeror may request a formal pre-award debriefing in accordance with FAR 15.5.

[bookmark: _Toc441851727]3.7.8. Phase 3 Protests.
Offerors are encouraged to see resolution within the agency before filing a protest. Offerors who choose to submit any protest, must do so directly to the CTTSO Contracting Officer. All such protests will be resolved promptly in accordance with FAR 33.103. Should the offeror choose to submit a protest to the GAO, the Offeror must clearly label protests to GAO as such and submit only to the CTTSO Contracting Officer who will then transmit the protest to GAO. The Government will deem receipt of the protest by the Contracting Officer as constituting receipt by the GAO for purposes of determining timeliness. Addresses for receipt confirmation can be requested via the BIDS help function.

[bookmark: _Toc157424084][bookmark: _Toc157424509][bookmark: _Toc157424632][bookmark: _Toc441851728]3.7.9. Phase 3 Status and Inquiries.
Phase 3 is complete when the Government concludes technical evaluations of all submissions and awards any contracts considered under this BAA. Inquiries by phone concerning the status of Full Proposals will not be accepted. After login to the BIDS website, submitters are able to check the status of any submission under Check My Current Proposals.

[bookmark: _Toc190657898][bookmark: _Toc441851729][bookmark: OLE_LINK14]3.8. Clarification Requests.
Should the offeror be asked to submit clarifications to a Phase 2 White Paper or a Phase 3 Full Proposal, the BIDS email from the Contracting Officer will contain instructions on the specific request and associated requirements. BIDS will use CL (Clarification) instead of WP (White Paper), or FP (Full Proposal) as the Document Identifier designation (e.g., CL CB-1112-ABCORP–xxxx-CL; where xxxx-CL is the SIT entered by the submitter). The request will contain the due date and time and can be less than the standard 30-day response time depending on the nature of the request.

[bookmark: _Toc190657899][bookmark: _Toc441851730]3.9. Instructions for Offeror “No-bid” and Submission Withdrawal.
[bookmark: _Toc476546499][bookmark: _Toc78104339][bookmark: _Toc78104416][bookmark: _Toc78104476][bookmark: _Toc157424085][bookmark: _Toc157424510][bookmark: _Toc157424633]From time to time an offeror decides not to submit a subsequent Phase 2 or Phase 3 submission. If this is the case, the offeror shall indicate in BIDS that they are not providing the subsequent submission. The offeror shall follow the steps identified in BIDS to upload a submission and attach a document to indicate the withdrawal of the previous submission(s) and the intent to not participate in further submissions. If possible, the Document Identifier should reflect the submission status (e.g., CB-1112-ABCORP–xxxx-WD or xxxx-NoBid). To withdraw a submission after the due date and time, notify the contracting officer at BIDSHelp@cttso.gov.

[bookmark: _Toc441851731]4. PROPOSAL EVALUATION.

This section describes the criteria that will be used to evaluate each submission. The phase of the submission will determine the extent that each criterion applies based on the information requirements described in Section 3. Criteria are not weighted, and submissions are not ranked.

[bookmark: _Toc476546501][bookmark: _Toc78104341][bookmark: _Toc78104418][bookmark: _Toc78104478][bookmark: _Toc157424087][bookmark: _Toc157424512][bookmark: _Toc157424635][bookmark: _Toc441851732]4.1. Evaluation Criteria.
The criteria used to evaluate and select proposals for projects are described as follows. Each proposal will be evaluated on its own merit and relevance to the program requirements rather than against other proposals in the same general research area.

[bookmark: _Toc476546502][bookmark: _Toc78104342][bookmark: _Toc78104419][bookmark: _Toc78104479][bookmark: _Toc157424088][bookmark: _Toc157424513][bookmark: _Toc157424636][bookmark: _Toc441851733]4.1.1. Basic Requirement.
The proposed solution must meet the letter and intent of the stated requirement; all elements within the proposal must exhibit a comprehensive understanding of the problem and the requirements of intended end users. The proposed solution must meet multiple user (U.S. Government or commercial) needs and be fully compliant with all elements of the solicitation including format, content, and structure as well as all BAA instructions.

[bookmark: _Toc441851734]4.1.2. Technical Performance.
The proposed technical approach must be feasible, achievable, complete, and supported by a proposed technical team that has the expertise and experience to accomplish the proposed tasks. Task descriptions and associated technical elements are to be complete and in a logical sequence. All proposed deliverables must clearly define a final product that meets the requirement and can be expected as a result of the award. The proposal must identify and clearly define technical risks and planned mitigation efforts. Those risks and the associated mitigation must be defined, feasible, and reasonable. The roles of the prime and other participants required must be clearly distinguished and precoordination with all participants (including Government facilities) fully documented. The requirement for and the anticipated use or integration of Government Furnished Equipment/Information (GFE/GFI) including all equipment, facilities, and information, must be fully described including dates when such GFE/GFI will be required. Intellectual property ownership and the planned transition to production must be adequately addressed, including a support concept for the product described. Similar efforts completed by the offeror in this area must be fully described including identification of other Government sponsors.

[bookmark: _Toc476546506][bookmark: _Toc78104346][bookmark: _Toc78104423][bookmark: _Toc78104483][bookmark: _Toc157424089][bookmark: _Toc157424514][bookmark: _Toc157424637][bookmark: _Toc441851735]4.1.3. Cost.
The proposed costs must be both reasonable for the work proposed and achievable. The proposal must document all anticipated costs including those of associate, participating organizations. The proposal must demonstrate that the offeror has fully analyzed budget requirements and addressed resulting cost risks. The proposal must indicate all cost-sharing and leveraging opportunities explored and identified and the intellectual property expectations associated with that cost-sharing. Other sponsors who have funded or are funding this offeror for the same or similar efforts must be identified by agency, program manager name, phone number and email address.

[bookmark: _Toc476546505][bookmark: _Toc78104345][bookmark: _Toc78104422][bookmark: _Toc78104482][bookmark: _Toc157424090][bookmark: _Toc157424515][bookmark: _Toc157424638][bookmark: _Toc441851736]4.1.4. Schedule.
The proposed schedule must be reasonable, achievable, and complete. The proposal must indicate that the offeror has fully analyzed the project’s critical path and has addressed the resulting schedule risks.

[bookmark: _Toc476546504][bookmark: _Toc78104344][bookmark: _Toc78104421][bookmark: _Toc78104481][bookmark: _Toc157424092][bookmark: _Toc157424517][bookmark: _Toc157424640][bookmark: _Toc441851737]4.1.5. Contractor Past Performance.
Past performance is a risk assessment based upon the probability of successfully performing the requirement. The offeror’s past performance in similar efforts must clearly demonstrate an ability to deliver products that meet the proposed technical performance requirements within the proposed budget and schedule. The proposed project team must have demonstrated expertise to manage the cost, schedule, and technical aspects of the project. The Government’s evaluation, at all phases of the BAA, of past performance will rely on evidence provided directly by offerors as well as independent sources of information. If applicable, the offeror shall state if it has no relevant past performance. 

[bookmark: _Toc441851738]5. TECHNOLOGY DEVELOPMENT REQUIREMENTS AND OBJECTIVES.

This section provides the requirement descriptions and overall technical objectives. CTTSO is interested in submissions in the following mission areas of combating terrorism (CbT). The intent of this BAA is to identify technologies and approaches that provide near-, mid-, and long-term solutions that enhance the capabilities of the U.S. Government to combat or mitigate terrorism. The main objective is to provide rapid prototype development focused on current and future critical multi-agency counterterrorism and antiterrorism requirements. The level of detail and order of appearance for a given requirement are not intended to convey any information regarding relative priority.

[bookmark: OLE_LINK2][bookmark: _Toc441851739]5.1. Advanced Analytic Capabilities (AAC)

[bookmark: _Toc438030246]R4037 Tunnel Reconnaissance, Analytical Tools, and Techniques
Currently there is a lack of a standardized DoD or Doctrinal Methodology for analysis of tunneling activity as a system/network which is resulting in limited ability to analyze an operating environment and characterize risks for ground forces operating in areas with tunnel and underground facilities (UFACs) threats. In order to reduce risks for these forces and to better understand the operating environment there is a requirement for analytic methodologies to detect, locate, classify, and geospatially portray tunnels or tunneling activity by assessing the threat as a network. This capability gap will be addressed through the development of a holistic analytic methodology for detecting tunnels and tunneling activity, and providing software tools that display results of analyses in order to achieve better intelligence preparation of the underground operational environment. These analytic tools will be used to characterize the tunnel threat as a system and detect the observables and signatures associated with the entire network to include, but not limited to personnel recruitment, financing activity, material procurement, and logistics. The solution will include the ability to characterize an operational environment to determine likely areas where tunneling activity may occur for use during Commanders’ Preparation of Operational Environment (Planning Phase) and the ability to geospatially display results of analyses.

[bookmark: _Toc438030247]R4038 Manpackable Micro Cloud Server (MCS)
Current communications devices for individual Soldiers and Marines operating in the field have limited data storage, processing, and distribution capabilities. There is no capacity to share large amounts of mission critical data among small units operating within the Infantry Battalion, Company, and Platoon battle space. Intelligence products resulting from use of the latest in big data and advanced analysis technologies are often too large to be made available below the Battalion or Regimental level. The necessity exists to provide two-way intelligence and combat information data flows, in near real-time, between command elements, deployed sensors/collectors, and individual Soldiers or Marines. Use of computing power pushed forward to the company level allows real-time analytics, intelligence, and combat information to be available to operators and reduce the constraints imposed by limited bandwidth.

This requirement is to develop a low-cost, lightweight, and hardened Micro Cloud Server (MCS) that stores mission-specific data pulled from a Combat Operations Center (COC) located at the Company Level Intelligence Cell (CLIC) or Battalion COC. This MCS shall have man-packable and vehicular mount configurations with the capability to store and share data wirelessly or via current military tactical communication radios. The primary function of this MCS is intelligence data management, but also to provide local intelligence data analysis, processing, and computation by small unit commanders, Platoon Commanders, and Squad Leaders operating in the field. Current server-based analytical tools are designed for analysis at a headquarters level with results being provided to operators while current mobile-based mesh networks in the field do not have the data storage or the minimal processing ability needed to conduct a basic or 'quick-look' analysis.  The MCS shall provide small unit commanders with the capacity to maintain situational awareness of the operating environment and the ability to store, collect, process, and share data with other authorized devices within the battle space via a mesh network setup using tactical military radios, or by the internal wireless capability of the MCS. The system shall have a minimum of 1 TB usable capacity of stored data during disconnected operations and, dependent upon communication paths, auto-syncing data to ensure accurate and updated information is available for mission planning and execution. MCS shall use commercially available interface standards to interoperate with commercial-off-the-shelf (COTS) networking equipment and shall use DoD-proprietary protocols to interoperate with existing Government-off-the-shelf (GOTS) tactical radio communications equipment. 

Specific key performance parameters:

Allows preloaded mission-specific data at the SECRET level to be available during disconnected, intermittent, and latent communication (DIL-C) operations.
Internal GPS receiver with integrated antenna.
Connect to DoD network radios PRC-117G, PRC-152A, JTRS-SRW, and JTRS-WNW.
Connect to devices using either commercial Wi-Fi 802.11 (b,g,n,ac), Bluetooth, and/or 4G cellular technologies.
End-user interface with the data shall be managed by an Android OS and a Touch Screen LCD - preferably a GOTS solution.
Powered by external BB-2590, BB-5590, and/or PRC-148, PRC-152 battery packs, or shore power.
MCS must be operational for a minimum of 4 hours when using a battery pack.
FIPS 140-2 Level 3 Encryption.
Network interface support for 36 nodes simultaneously.
Housing tested to MIL-STD 810F standards.
Weight not to exceed 5 pounds.
Provide hardware connections to include USB 2.0, 3.0, and RJ45 for bulk data transfers.
Data in transit should adhere, when possible, to the most current version of the National Information Exchange Model (NIEM).

Solutions using existing and proven hardware components with or without minor modifications are preferred.

[bookmark: _Toc438030248]R000 AAC FY17 Unspecified Requirement
Develop new or improved technologies or emerging technological capabilities pertaining to advanced analytics that may be of interest to CTTSO, but were not specifically requested in this BAA and are not commercially available. Proposals submitted shall be timely and relevant, and further combating terrorism. 

Although not limited to the following concepts, the Government is interested in the following:

1. Integrated Solutions
Advanced analytic platforms, tools, and associated training for integrated solutions that fuse a variety of data sources, tools, and models (including socio-cultural dynamic models) into advanced counterinsurgency and domestic combating terrorism analytical systems for use by interagency and coalition operational communities at the strategic and operational levels and for operators in the field. This can include real-time integrated analytical and knowledge management systems that add capabilities for real-time analysis in the field.

2. Emerging Mobile Analytics
Simple, customized analytic tools that allow operators to quickly compute and analyze information. These tools will use advanced analytic processes while delivering a streamlined, user-friendly interface, thereby reducing process time penalty and distractions so that operators can better allocate mental resources and attention. Such tools are intended to be low cost to acquire and maintain, and have an easy-to-learn user interface; therefore, are replaceable as technology or user needs progress. Although not limited to, it is anticipated the majority of solutions that fit user needs will be in application “app” format.

3.Automating Geospatial Analytics, Visualization, and Modeling
Imagery collection is becoming near persistent and multiple sensor platforms provide images of the same area, object, or activity over a series of short time periods. As the ability to collect spatial information increases, automated tools and processes are required to interpret and recognize objects and activities occurring within the data collected. Design and develop geospatial analytics, visualization, and modeling tools that can automatically recognize an object in images and video as well as determine changes between two or more images within minutes. The tools and application shall be highly automated and should not require extensive human intervention. Research areas of interest include:
· Automated tools for the extraction and visualization of images and data.
· Models that can provide insight into inter-workings of activities observed (e.g., pattern of life).
· Tools to decrease the time required to recognize and locate an object, person, etc. within an image, video, etc.
· Predictive models that when given current geospatial and social media data can predict possible outcomes based on previous observations.
· Visualization tools that enhance data analysis.
· Uncertainty determinations based on quantitative methods.
· Modeling environments for decision making and visualization.

System applications must operate on a stand-alone government server system. Use of non-commercially available hardware/software shall be minimal. The Government at a minimum requires government purpose rights for the entire application. Proprietary solutions are unacceptable if the government must pay any licensing fees. The system shall be designed and developed so continual service and maintenance from the developer is not needed or required.

While this initial requirement is not classified, inputs and outputs of this effort could become classified. Vendors responding to requirement must possess the capability to support classified work.

Unspecified requirements are for proposing unique innovations that have not yet been identified by CTTSO. If CTTSO evaluators determine an unspecified requirement submission is sufficiently promising to merit pursuing, funds may be identified at that point. Because proposed technologies from the unspecified requirements will be competing against proposed technologies for identified and prioritized interagency requirements, CTTSO may not make any awards against the unspecified requirements. 

[bookmark: _Toc441851740]5.2 Chemical, Biological, Radiological, Nuclear, and Explosives (CBRNE)

[bookmark: _Toc438030250]R4046 Chemical Sampler for COTS Systems
Rapid, efficient, and cost-effective surface identification of "less than bulk" and "less than pure" chemical signatures such as explosives, drugs, toxic industrial chemicals (TICs), or chemical warfare agents (CWAs) in the field is difficult or impossible. This is further complicated by the need to maintain these samples for reach-back confirmatory analysis.

Design and develop a small, low-cost or disposable sampler, containment vessel, and/or adapter to be used in sampling of broad spectrum chemical residues on operational surfaces (wood, metal, plastics, asphalt, concrete, etc.). The adapter must be compatible with a variety of commercial-off-the-shelf (COTS) non-destructive detector technologies including both Raman and Fourier Transform Infrared (FTIR) for in-field identification. 

The system must provide a method for safe containment in order to preserve the samples for subsequent confirmatory identification by a reach-back laboratory. The containment vessel must be compatible with all common analytical solvents typically used in the sample preparation process prior to confirmatory analysis by an alternate technique. This kit must provide substantial enhancement to the sensitivity and/or selectivity of the associated detector.

[bookmark: _Toc438030251]R4047 Combination Unit Respirator Automatic Detection and Switching Mechanism
Develop an integrated lightweight inhalation hazard detection system capable of signaling a Combination Unit Respirator (CUR) switching-mechanism to change operating modes of a CUR between filtered air and supplied air. The detector/switching-mechanism system should at a minimum detect oxygen and carbon monoxide concentrations. Oxygen concentrations detection between 1 and 30 % at 0.1% resolution are required. Consideration should be given to detecting other chemical hazards such as chemical warfare agents, chlorine, ammonia, and cyanogen chloride. The detection levels should be associated with Immediately Dangerous to Life and Health (IDLH) and Permissible Exposure Limit (PEL) values as switching-mechanism triggers. Where a permissible exposure limit is not set, the Recommended Exposure Limit (REL) may be used or 10% of the IDLH value. The detection system should be rugged and simple to calibrate, maintain, and use without presenting additional risk to the end user. The system should include an emergency manual override capability. 

An algorithm must be developed to operate the switching mechanism. The algorithm must account for the following situations:
· Require Self Contained Breathing Apparatus (SCBA) mode of operation when the oxygen concentration is less than 19.5% or greater than 21%. 
· When the oxygen concentration is between 19.5% and 21%, SCBA mode of operation is required when any of the chemical concentrations is greater than the specified IDLH level. 
· When the oxygen concentration is between 19.5% and 21% and the chemical concentration is greater than PEL or REL and less than IDLH level, respiratory protection is required, but it can be at the Air Purifying Respirator (APR) or Powered Air Purifying Respirator (PAPR) mode of operation.
· When the oxygen concentration is between 19.5% and 21% and the chemical concentrations is less than the specified PEL or REL, no respiratory protection is required. 

This technology/system must take into consideration all current applicable National Institute of Occupational Safety and Health (NIOSH) respirator standards as well as the future CUR respirator standard to be developed by the National Fire Protection Agency’s Technical Committee on Tactical and Technical Operations Respiratory Protection Equipment (FAE-TTO). These standards include:
· [Required] NIOSH, Self-Contained Breathing Apparatus (CBRN) Statement of Standard
· [Required] NIOSH, CBRN PAPR Cap 1 Statement of Standard
· [Required, by NIOSH reference] NFPA 1981, Standard on Open-Circuit Self-Contained Breathing Apparatus (SCBA) for Emergency Services
· [Optional] NFPA 1986, Standard on Respiratory Protection Equipment for Technical and Tactical Operations.

[bookmark: _Toc438030252]R4049 Wearable Chemical Sensing Platform
Develop a low-cost, detect-to-warn detector for immediate protective actions. It must rapidly distinguish and alert on aerosol and vapor chemical hazard, Lower Explosive Limit (LEL) hazards, or enriched or deficient oxygen levels from background. The device must have low Size, Weight, and Power (SWaP) (wearable or carried for long periods of time with little or no degrading effect), compatible to work on battlefield, urban, and enclosed spaces, and have minimal training required with minimal logistical burden. It must have detection sensitivity below Immediately Dangerous to Life and Health (IDLH), preferably at or close to Permissible Exposure Limit (PEL) or Acute Exposure Guideline Level (AEGL) 1 levels.

The goal is a handheld or wearable detector configuration that will alert those individuals when the surrounding environment contains vapor chemical hazards, LEL hazards, or enriched or deficient oxygen levels.

Capability requirements: have a maximum size and weight of no more than 325 cm3 and 0.5 kg complete; operate on standard off the shelf commercial batteries for 8 continuous hours between 5 °C and 35 °C; response time of 30 seconds to high hazard levels (IDLH) and less than 180 seconds for lower hazard levels (PEL); as a Threshold, automatically detect (with a goal to identify by chemical class of nerve, blister, or toxic industrial chemical (TIC) and quantify) and alarm to the chemical warfare agent (CWA) and TIC chemical vapors and aerosols; capable of wireless transmission of data; shelf life greater than one year. Nerve and blister chemical vapors will have chemical purities greater than 40 percent (GA, GB, GD, GF, HD, HN3, Lewisite, VX) and TIC chemical vapors will have chemical purities greater than 80 percent (hydrogen cyanide (AC), cyanogen chloride (CK), phosgene (CG), chlorine, H2S, NH3, NO2, SO2). Where a permissible exposure limit is not set, the Recommended Exposure Limit (REL) may be used or 10% of the IDLH value. 

	Factor
	Threshold
	Objective

	Cost
	< $4,000/unit initial cost and <$400/unit annual cost
	< $2,000/unit initial cost and < $100 annual cost

	Wearable
	< 500 cm3; 0.7 kg
	< 325 cm3; 0.5 kg

	Detect-to-Warn Timeframes
	180 seconds to PEL or AEGL-1 levels
	Real-time detection for PEL or AEGL-1 levels

	
	30 seconds to IDLH levels
	Real-time detection for IDLH levels

	Detect/Identify
	Detect/Alarm
	Identify and/or quantify by chemical class (nerve, blister, toxic industrial chemical)

	Oxygen
	0 to 30% range with 0.1% resolution
	Same as Threshold

	Lower Explosive Limit
	1 to 100% range with 1% resolution
	Same as Threshold



[bookmark: _Toc438030253]R4052 Confined Space Self Contained Breathing Apparatus
Current self-contained breathing apparatus (SCBA) are too large and heavy for tactical operations. The form factor of currently used SCBAs, minimum of 8 inches profile extending off the back, does not permit operations in confined spaces, tunnels, and similar access denied environments. 

Develop a low-profile tactical SCBA to allow for working in confined spaces, tunnels, and similar access denied environments while providing high quality breathing air. Certify against National Institute for Occupational Safety and Health (NIOSH) and National Fire Protection Association (NFPA) 1986, Technical Committee on Tactical and Technical Operations Respiratory Protection Equipment (FAE-TTO).

Threshold and objective requirements include:
	Factor
	Threshold
	Objective

	Profile
	6 inches (operator must be able to fit through a 2’ x 2’ space while wearing system)
	4 inches (operator must be able to fit through a 2’ x 2’ space while wearing system)

	Air Supply
	60 minutes
	120 minutes

	Operational Pressure
	1 atmosphere, capable of submersion up to 10 feet for a limited time (< 3 minutes)
	1 atmosphere, capable of submersion up to 15 feet for a limited time (< 3 minutes) 



Preference will be given to highly configurable system designs to allow for movement of air cylinders, up to and including hinged designs. Preference will be given to systems with combination unit respirator (CUR) design configurations (allowing for SCBA and PAPR modes of operation).

This technology/system must take into consideration all current applicable National Institute of Occupational Safety and Health (NIOSH) respirator standards as well as the future CUR respirator standard to be developed by the National Fire Protection Agency’s Technical Committee on Tactical and Technical Operations Respiratory Protection Equipment (FAE-TTO). These standards include:
· [Required] NIOSH, Self-Contained Breathing Apparatus (CBRN) Statement of Standard
· [Required] NIOSH, CBRN PAPR Cap 1 Statement of Standard
· [Required, by NIOSH reference] NFPA 1981, Standard on Open-Circuit Self-Contained Breathing Apparatus (SCBA) for Emergency Services
· [Optional] NFPA 1986, Standard on Respiratory Protection Equipment for Technical and Tactical Operations.

[bookmark: _Toc438030254]R4053 Interactive Chemical Exposure and Trauma Mannequin
Develop a ruggedized, low maintenance mannequin for practical medical skills training related to traumatic injuries and chemical exposure. 

The requested solution shall incorporate realistic responses such as blood flow, changes in pupil dilation, discolorations of skin, and blister development. The mannequin shall be capable of being decontaminated to mimic realistic operational threat scenarios (i.e., exposure to chemical agents).

The full body mannequin with quick change limbs shall weigh no more than 190 lb and be no taller than six (6) feet two (2) inches. The mannequin shall have simple packaging for easy transport in a variety of vehicles and aircraft. The mannequin and all components shall meet military and civilian safety requirements for transport on aircraft. The mannequin and components shall not be sensitive to altitude and pressure changes related to transport in cargo aircraft. The mannequin shall operate in nominal climatic environments. The mannequin should not become unstable, be adversely affected or experience downgrade of effectiveness by climatic environment. All connection points, ports or compartments shall come with an easily removable cover, plug or like item to prevent ingress of moisture or dust while the device is in storage or transit. 

The full body mannequin must have:

· Realistic weight and feel, demonstrate backbone flexibility, and simulate appropriate joint mobility relative to the human body and legs.
· Provide as realistic a physical representation of a human as possible.
· Realistic head and hinged jaw: The head and hinged jaw shall include an anatomically accurate mouth interior (palate and gums) and hard teeth.
· Intubatable: The laryngeal opening and trachea shall be wide enough to allow for insertion of a 10 mm to 12 mm endotracheal tube both orally and via tracheotomy.
· Tracheotomy Simulation Site: The throat shall feature the capability to perform a tracheotomy, with that operable section easily replaceable with a new tracheal section after use.
· Intraosseous (I/O) infusion simulation site.
· Intravenous (IV) simulation site.
· Subcutaneous injection simulation site.
· Resettable compound fracture injured leg with bleeding.

In addition to the mannequin, deliverables shall include a detailed user manual, technical manual, and short periods of instruction/training for end users. The mannequin and its components shall have a controlled environment shelf-life of three (3) years (Threshold) from date of manufacture. The mannequin and its components shall not create a hazardous material handling or disposal consideration after use. The mannequin and its components shall come with a two-year warranty covering repairs against all attributable defects in materials or workmanship, to include times of operator device testing and Government verification. 

[bookmark: _Toc438030255]R4054 High Sensitivity Explosive Trace Detector
Develop an explosive trace detector with a limit of detection less than ten picograms capable of detecting both military and common homemade explosives. The system must also have enhanced selectively to maintain a false alarms rate of less than two percent. The system shall be a particle detector that samples from a surface. The system may be a desktop system, but must be easily transportable and no greater than 40 pounds. The time to run a sample must be no greater than 30 seconds. The system must be operable while plugged into an outlet or running on a battery and the battery life of the unit must be 4 hours or greater. 

The system must be operational in a temperature range of 32 °F to 122 °F and up to 95 percent relative humidity (non-condensing) and be able to be stored in temperatures ranging from -4 °F to 140 °F and up to 95 percent relative humidity (non-condensing). 

R4065 HME Trace Detector with a Non-Radioactive Ionization Source
There is an urgent need for in-field technology that provides high accuracy, low level detection with low false positives to detect and identify HME threats along with conventional explosives while operating around the world without radiation licenses, NRC tracking, import or shipping restrictions. 

Develop an analytically sound, handheld explosives detector that utilizes a non-radioactive ionization source to detect particulate inorganic HME threats (< 1 µg) with a 90% detection rate and no greater than a 5% false alarm rate, while retaining the ability to detect particulate commercial and military threats at trace levels utilizing a single sample. The system must be capable of detecting nitrates and chlorates; perchlorates and permanganates are desirable. 

Some specific threat materials of interest include:
	HME Threats
Threshold < 1µg 
	Conventional Threats
Threshold: nanograms
Objective: picograms

	Ammonium nitrate
	TNT

	Urea nitrate
	HMTD

	Potassium chlorate
	EGDN

	Potassium perchlorate
	RDX

	Sodium chlorate
	TATP

	Potassium nitrate
	PETN



The detector shall be operable in various ambient environments (indoor, outdoor, land, maritime, pre- and post-blast) and be compatible with current sampling methods for trace explosives detection.

The system must operate from both battery power (minimum operation time on battery power of 4 hours) and AC power, and the total weight will be no greater than 10 pounds (threshold), with an objective of 4 pounds. . The system shall be capable of operating at a temperature range of 
-20 °F to 140 °F, in humidity from 20% to 95%, and operable in momentary rain, wind, and sandstorms. The final deliverable must be a commercially viable platform of TRL6 or higher to include GUI, detection algorithms, and instrument housing.

[bookmark: _Toc438030256]R000 CBRNE FY17 Unspecified Requirement
Develop new or improved technologies or emerging technological capabilities pertaining to CBRNE that may be of interest to TSWG, but were not specifically requested in the BAA and are not commercially available. Proposed projects shall be timely, relevant, and further worldwide combating terrorism efforts. Areas of particular interest include: next generation materials for personal protective clothing and respiratory protection; decision support tools; methods for chemical and biological material attribution; biological detection systems utilizing orthogonal approaches; and explosive detection technologies. 

Medical applications (vaccines, pharmaceuticals, clinical diagnostics, and syndromic surveillance systems) will not be considered. These areas and other areas that do not directly relate to CBRNE will be rejected without consideration or comment. 

[bookmark: _Toc441851741]5.3 Improvised Device Defeat/Explosives Countermeasures (IDD/EC)

[bookmark: _Toc437590854]R4021 Bomb Suit Heads Up Display (HUD)
Develop a heads up display (HUD) capability for the bomb suit helmet. The HUD must have the ability to be turned on and off on command (e.g., manually or by voice command), display information about the bomb suit (battery life, fan speed, etc.) as well as air consumption, air time remaining (when used in conjunction with a self-contained breathing apparatus (SCBA)). Desirable functions include an expandable system for displaying additional information of potential use to the bomb technician, such as bio-sensor generated vital statistics of the user, and information from external sensors such as chemical, biological, and radiological detectors. The HUD must be compatible with all current generation bomb suits, irrespective of the manufacturer. It is desired that the HUD have the ability to retrofit to older bomb suits, as well as be adaptable to emerging bomb suit designs. The HUD must not interfere with the ability to use an SCBA system. When the HUD is displayed on the bomb suit helmet visor, it must not interfere with the bomb technician’s field of view, depth of field, or peripheral vision. The HUD must not in any way reduce the level of physical protection provided by the bomb suit or helmet.

[bookmark: _Toc437590855]R4022 Multi-Fit Inflatable Bomb Suit Helmet Liner
Design, develop and fabricate a Multi-Fit Helmet Liner system based on the following details: The Multi-fit Helmet Liner system shall have the ability to be quickly installed within the EOD helmet and be adjustable, allowing an operator to optimize fit of the EOD helmet in a deployed setting with minimal support equipment.

The solution shall be capable of integration with EOD helmets currently used by the military and law enforcement with minimum modifications. The solution shall fit into EOD helmets of all sizes. A single solution applied to a single helmet shall accommodate proper fit for a range of head sizes. The mechanism by which the fit is optimized shall be easily adjusted while the helmet is being worn. The solution shall not decrease the level of protection provided by the EOD helmet in its current configuration.

[bookmark: _Toc437590856][bookmark: _Toc438030258]R4023 ECM Coverage Verification Device
Develop a personal ECM Verification system that will be worn by EOD personnel during counter-IED missions. The verification module must work with existing EOD ECM systems. The subject ECM systems should send out, with a predetermined periodicity, an encrypted signal with the system’s “health” information. The transceivers located with the EOD operators shall decode the information and display the data in the same manner as seen by the primary operator. This would enable all the EOD operators in the immediate area to gain ECM status information. Additionally, the system shall be capable of providing distance from the ECM system by having the ECM system send a ping signal with a unique identifier to a given transponder. The transponder would send a return signal to the ECM system and distance could be calculated. This would allow for a warning signal to go off if the transponder is further than a given pre-set distance (e.g., 100 ft) transponder. The system shall also operate to the following parameters: An operating temperature between -25 °F to 140 °F; operating time on a single charge: 5 hours (Threshold) to 8 hours (Objective); system weight: less than or equal to 2 pounds; shall be either worn by the user or attached to personal protective equipment. Additionally, the system shall use common batteries (e.g., AA, AAA, or 123A) and have selectable alarms that can be used based on mission profile; audio, visual, vibration, or a combination thereof.

[bookmark: _Toc437590857][bookmark: _Toc438030259]R4024 3D X-Ray Imaging System
Develop a 3D X-ray imaging system to interrogate suspected improvised explosive devices (IEDs) and identify critical component locations prior to disruption of the IED. The system shall be one-man portable and able to be deployed robotically. The 3D X-ray capability should provide true 3D images with detail comparable or superior to current 2D systems, and relational depth of components, not a 2D orthographic projection like that provided by current software. The system should be light enough, 50 pounds (Objective) to 70 pounds (Threshold), to be employed by a single bomb technician wearing personal protective equipment, or mounted on robotic platforms such as the Talon or Remotec F6A. When operated without a robot, and with its own power supply, it should be able to be operated remotely via tether (Threshold) or wirelessly (Objective). Image acquisition time should be between 5 minutes (Objective) to 10 minutes (Threshold). Image resolution should be between 1.5 lp/mm (Threshold) and 3.5 lp/mm (Objective). Operating temperature range should be -25 °F to 140 °F. Under its own power, the tool should be able to operate for 45 minutes on a single charge, and render a minimum of three complete images. User interface should allow for rendered images to be rotated on 3-axes and allow for users to pan and zoom in on regions of interest within the volume of the image.
[bookmark: _Toc437590858][bookmark: _Toc438030260]
R4025 Pyrotechnic Treatment Mobile Unit
The current best practices for disposing of pyrotechnics and fireworks are to burn them. Due to recent EPA regulations, this method will not be acceptable in the near future. In addition, bomb squads are currently faced with storage and destruction issues related to these hazardous materials. The purpose of this effort is to develop an EPA approved mobile treatment/destruction system for pyrotechnic materials in bulk quantities. Substances produced as a result of treatment or destruction of pyrotechnics should be inert and should not present environmental or health hazards, either during the operation or after completion. The system developed should be mobile and readily deployable to multiple locations over potentially wide geographic regions (for example, the western United States). The proposed solution should be capable of treating hundreds to thousands of pounds of pyrotechnics in a reasonable timeframe (hours to days). With sufficient training, the proposed process should represent a substantially safer solution to the operator than current open burning methods.

[bookmark: _Toc441851742]5.4 Investigative and Forensic Science (IFS)

[bookmark: _Toc438030262]R4018 Forensic Acquisition Tool for Cloud-Based Data
Design and develop a forensically validated software tool and related procedures that collect and store digital data, information, and evidence in cloud-based containers and services. The collected information must be stored in a format compatible with existing digital forensics image formats and contain the information collection metadata consistent with digital forensics case documentation best practices. The files collected as evidence can be either logical or physical acquisitions, depending on level of access to the cloud-based service. The process must be completed without adding significant overhead to the digital image creation process and file transfer throughput time. The tool must store data in a manner that is openly documented and compatible with all major digital forensic software formats, such as Expert Witness Format (EWF), RAW/DD, and Advanced Forensic Format (AFF). The software shall be compatible with Microsoft and Linux systems and based on the user having the credentials, that is, the user name and password related to the collection. The tool and its related procedures must allow the users to collect digital evidence from cloud-based storage containers in a fashion similar to how digital evidence is collected from physical storage media. The data collected shall then be processed normally like other digital forensic evidence collected in either a physical or logical imaging manner. 

The application or tool shall possess the following capabilities and features:
· Be compatible with Windows 7, Windows 8, and Windows 10, and CentOS 7 and later operating system versions.
· Create forensically validated images or captures of cloud-based data in a way compatible with EWF, RAW/DD, and AFF standards.
· Forensic output compatibility with the Document and Media Exploitation (DOMEX) Meta data Standard v2 or later, which are documented at http://www.dni.gov/index.php/about/organization/chief-information-officer/domex.
· Permit the user to fully interact with all aspects of the tool via a graphical user interface (GUI).
· Work with third party tools and workflows via passing input and output through an application programming interface.
· Acquire automatically or through manual interactions with the GUI all cloud-based data of interest as defined by the user in a forensically valid manner via the use of provided username and password account information.
· Acquire data via logical storage or physical disk image access, if available.
· Run successfully on a mid-range commercially available desktop computer.
· Log all user activities on the host computer while the tool is conducting acquisitions.
· Record the actions, steps, and procedures by the user with the OS environment during the acquisition process on the host computer and make a visual document of these activities.

[bookmark: _Toc438030263]R4019 Automated Latent Print Development
Design, develop, and produce an automated “all-in-one” type compact, latent fingerprint processing device that enables a non-expert user to develop searchable quality latent prints on a wide range of materials, including porous and non-porous. Whenever possible, the device shall use currently available and validated latent print processing chemicals, including but not limited to cyanoacrylate ester, rhodamine 6G fluorescent dye stain (R6G), 1,2,3-triketohydrindene (ninhydrin), 1,2-indanedione (1,2-IND), without the need for the potentially hazardous solvents currently required. Novel reagents that are not currently used in latent print processing may also be incorporated provided that additional hazardous materials are not introduced. These chemicals shall be applied to the collected materials in an automated process controlled by an established protocol so that resulting latent prints are of sufficient quality to enable successful database searches and comparisons. The device shall operate in such a manner that the user can place the collected material in a chamber or compartment, insert a chemical pellet or equivalent item, and initiate automated latent print development.

The device and its related processes shall:
· Produce consistent, accurate, high quality developed latent prints of sufficient quality to permit image recording and subsequent upload, searching and matching in authoritative databases with a greater than an 80 percent success rate with known samples. Latent prints produced shall be of similar quality as compared to latent prints obtained with traditional developmental techniques. 
· Have a weight that permits two individuals to readily move and reposition the device.
· Contain a processing chamber that can handle several items at a time. Nominal dimensions shall be 30 in x 30 in x 30 in.
· Process both porous and non-porous materials which are commonly encountered at a scene without the need for excessive modifications between runs. These materials include but are not limited to metals, polymers/plastics, thermosensitive/glossy-coated/standard paper, glossy-coated/standard cardboard, wood, and tapes.
· Require no solvents during operation and function of the device.
· Package any required chemicals for easy transport and use, and in a manner that shall ensure consistent, high quality, and accurate results.
· Have an automated and user-friendly interface that allows a minimally trained user to obtain consistent, high quality, and accurate results.
· Allow the user to conduct sample processing setup in less than five minutes.
· Process completely any sample within one hour or less.
· Process any collected materials for latent prints in a way that does not destroy other critical forensic materials, such as DNA, explosive residues, drugs, handwriting, and other trace components.
· Function such that no special venting or other ‘laboratory-like’ conditions are required.
· Comply with all safety protocols and regulations to operate in a shipboard or maritime environment.
· Use oil-less components that are capable of functioning with 220/110 voltage.
· Require minimal maintenance.
· Have a mean time to failure of one year or more. 
· Be constructed in a rugged, sturdy manner that permits fast and easy cleaning (without solvents) of any processing chambers and compartments to avoid cross contamination, and that does not require replacement of these chambers or compartments for instrument lifetime.
· Operate and completely function in harsh environments in which U.S. forces are deployed.

The deliverables shall include two fully-functioning devices with all associated reagents and standard operating procedures for combat evaluation. The devices shall be scientifically validated by testing and evaluation. The end-users shall be provided with user training at the time of final delivery and a complete detailed operator’s manual.

[bookmark: _Toc438030264]R4020 Automated Handwriting Detection and Extraction from Digitized Documents
Design, develop, and forensically validate a software tool and related sample preparation procedures that detect and extract handwritten content from digitized document scans. The tool must be able to process popular image formats and Adobe PDF documents as input and function with document scans as low as 300 dots per inch (dpi). The extracted handwriting samples and the reference data relating back to the original document must be stored in an openly described format and must be compatible with or created under the published Document and Media Exploitation (DOMEX) metadata standards listed at DNI.gov. The tool must fully function in both Windows and Linux environments and must be accessible via a graphical user interface (GUI), command line interface (CLI), and an application programming interface (API). The tool must function by creating a local database (Graph or SQL) along with a shared network/remote database instance. The tool must also have a comprehensive user guide, database schema, and interface documentation.

The application or tool shall possess the following capabilities and features:
· Be fully compatibility with Windows 7, Windows 8, and Windows 10, and CentOS 7 and later operating system versions.
· Receive popular image file formats along with Adobe PDF documents as input.
· Create derived handwriting samples and place them into an open format or, at a minimum, a fully documented and open format created through the development of this tool.
· Have complete input and output compatibility with the DOMEX Metadata Standard v2 or later listed at http://www.dni.gov/index.php/about/organization/chief-information-officer/domex.
· Process documents through both a manual and an automated process through a GUI.
· Process documents in an automated manner through a CLI.
· Work with third-party tools and workflows via passing input and output through an API.
· Calculate a normalized percentage reflecting the statistical confidence in any extracted handwriting content, or a scoring system with documentation that reflects the statistical confidence in or quality of the extracted handwriting content.
· Recognize handwritten content represented by Alphabetic, Logographic, Syllabic, Abjad, and Abugida scripts.
· Extract handwriting samples at a letter or word length as defined by the user at runtime.
· Process fully documents at a rate of two pages per minute or faster on a mid-range commercially available desktop computer.

The application or tool shall achieve an equal error rate (EER) that is not to exceed 5 percent on input scanned at 300 dpi or greater under the following conditions:
· Handwriting that is horizontally or vertically aligned with the paper.
· Handwriting at any location inside the scanned document, to include within one inch of the margins of the document.
· Documents of any sized source material such as but not limited to 8 in x 11 in sized paper (maximum size required), post-it notes, and 3 in x 5 in file cards.
· Lined or unlined paper, to include paper of any color.
· Handwriting created via pencil, pen, or marker of width at or greater than that of a ballpoint pen, but not to exceed a size of 0.25 inches in width.

The application or tool shall achieve an EER that is not to exceed 10 percent on input scanned at 300 dpi or greater under the following conditions:
· Handwriting content of any alignment with respect to the horizontal or vertical axis of the document.
· Documents of any sized source material with irregular or damaged dimensions (for example a torn paper scrap) where the damage does not physically alter the handwriting of interest.
· Handwriting that is partially obscured up to 50 percent by other markings on the document, to include document forms, ink stampings, crossed out letters, ink or other liquid blotting, or other markings that could obscure the handwritten content.

[bookmark: _Toc438030265]

R000 IFS FY17 Unspecified Requirement
Develop new, advanced, or improved technologies or capabilities related to investigative and forensic science which are not specifically requested in this BAA and are not commercially available. Any proposals shall directly relate to and advance combating terrorism efforts in the federal interagency and/or support current Defense Forensic Enterprise requirements. These may include any one or more of the following focus areas: 

Computer Investigative and Electronic Evidence 
· Advanced detection, rapid extraction, and analysis of digital data within computers, communication systems, mobile devices and the Cloud.
· Improved multimedia exploitation including video and audio forensics.
· Data collection and analysis, cover and over, of alternative financial actions related to terrorism and its financing.

Expeditionary Forensic Science
· Enhanced collection and analysis of forensic evidence from sensitive sites, combat areas, and restricted locations.
· Advanced field and rapid DNA analysis.
· New technologies related to forensic maritime operations.

Forensic Identification
· New ways to determine physical traits of persons from DNA.
· Non-DNA related technologies that can identify and individualize biological evidence especially those providing information beyond that of genomic methods.

Identity Intelligence Exploitation
· New technologies related to pre- and post-blast evidence, trace evidence, forensic intelligence activities.
· Enhanced forensic analysis applied to military special operations and the intelligence communities relating to combat missions.

Proposals pertaining to data mining; report writing; data compilation; detection of concealed bombs, explosives, or weapons; intrusion detection or access control; cybersecurity; or any other technical solutions that are not objective, repeatable, and verifiable should not be submitted and will be rejected without consideration. Solutions and proposals which are proprietary and require the government to pay licensing fees are not desired and shall be rejected.

[bookmark: _Toc441851743]5.5 Irregular Warfare and Evolving Threats (IW/ET)

[bookmark: _Toc438030267]R4036 Tactical Information Warfare Capability (TIWC)
Current methodologies for collecting Open Source Intelligence and conducting Military Information Support Operations to engage and analyze social media flows ignore (i) populations that interact via lower connectivity modalities such as regionally specific social media, web, voice, SMS, MMS, and paper-to-digital and (ii) the role of algorithmic techniques on web-based platforms to filter data prior to consumption and/or provide indicators of content quality/popularity. Proposals that address either or both of these factors are of interest. U.S. Forces operating in localities with varying levels of connectivity require a capability to:
· Engage populations across numerous forms of communication means, simultaneously, through a simple single interface, without the requirement for interconnectivity agreements with social media providers or telecommunications companies.
· Understand the significance of algorithmic filters and quality/popularity indicators in the delivery and consumption of media by local populations. 
· Techniques/tools that address algorithmic filtering and quality/popularity indicators in responding to adversary propaganda and reaching local populations.
· Techniques/tools for detecting and responding to adversary attempts to exploit algorithmic filtering and quality/popularity indicators in support of propaganda campaigns.

This effort will develop techniques, hardware, and/or software solutions to simultaneously engage populations across numerous modalities such as social media, web, voice, SMS, MMS, and paper-to-digital, in order to reach disconnected populations around the globe. The tool will allow for two-way engagement across all modalities, will be deployable and employable by expeditionary forces, and has the ability to be controlled from any unclassified internet connection. 

1. The following minimum specifications should be addressed where relevant to proposed capabilities: Capability must not require technical or business agreements with telecommunications companies in target countries.
2. Capability must provide two-way engagement with populations across all modalities.
3. Capability must be implementable with commodity hardware with no need to modify or use specialized components.
4. Outbound volume requirements per modality must be high enough to outpace the receiver’s ability to respond. When employed at the maximum rate capability, receivers and their devices should not be able to keep up with the amount of inbound messaging.
a. Social media = 100,000 messages an hour
b. Email = 100,000 messages an hour
c. SMS = 10,000 messages an hour
d. MMS = 1,000 messages an hour
e. Voice = 1,000 messages an hour
5. Capability above must be deployable and employable by expeditionary units. The requirement is for the full hardware capability to be contained within the confines of a small carry-on size case (Pelican 1510 or smaller). The solution must contain deployable training capability.
6. Capability must have the ability to be controlled from any unclassified internet connection. Operators should be able to design, process, approve and deploy information campaigns through an intuitive interface accessible with appropriate username and login credentials.
7. Capability should have the ability for real-time monitoring of Measures of Performance and Measures of Effectiveness of information campaigns. Campaign executors must be able to monitor the health of the system and the health of the information flows in real time. The interface must allow for immediate adjustments to campaigns and allow for visualization of information flows in real time.

[bookmark: _Toc438030268]R4040 Foreign Criminal Law Analytical Capability
Develop a database containing relevant foreign criminal statutes/regulations translated into English and searchable against identified behaviors/activities. This database will be searchable so as to compare relevant foreign criminal statutes/regulations as well as the willingness/ capability of partner nations to take action against identified threat networks. The initial phase will include not only the development of the database but also, where necessary, the collection and translation of relevant foreign criminal statutes/regulations. The final phase will include the development of a targeting process and institutionalizing the concept. This approach, while initially focusing on violent extremist organizations and their supporting networks, could also be applied across a wide-range of non-State, unconventional, and hybrid threats, to include counter-proliferation networks and transnational criminal organizations.

The proposed solutions should incorporate the following features/capabilities into the database:
· Natural language search capability.
· Easily updated by multiple users with mechanism to track changes.
· Hosted on both unclassified and classified systems with the ability to “pull information up” from the lower domain.
· Compartmentalized so as to allow discriminatory sharing of information.
· Capable of being accessed by both computer and mobile devices.
· Capable of integration or interface with existing command and control and/or planning capabilities; enable the integration of foreign law/partnership-based options with other options available to planners.

Proposed deliverables include: A survey of relevant foreign criminal laws and regulations and, where necessary, the collection and interpretation of those laws for ten U.S. Government designated countries; a searchable database containing relevant foreign criminal statutes/regulations translated into English and searchable against identified behaviors/activities and capable of conducting a comparative analysis of the relevant foreign criminal statutes/regulations as well as the willingness/capability of partner nations to take action against identified threat networks for the ten US Government designated countries. The final phase will include the development of a targeting process, integration with an existing command and control or planning capability, and institutionalizing the concept. The final phase will include a user interface test to determine the effectiveness of the database against the ten U.S. Government designated countries and additional laws as inputted by users. Upon completion of the project, the database and all information in the database shall be government owned.

[bookmark: _Toc438030269]R4041 Remote Advise and Assist (RAA)
The Irregular Warfare and Evolving Threats Subgroup seeks to develop a secure but unclassified mobile RAA capability that optimizes currently available technologies to provide seamless locale node connectivity beyond line-of-sight. The RAA solution must provide network connectivity and data transport in all environments from mega-cities to completely austere locations. The RAA solution must be capable of seamlessly switching between using/tying into terrestrial domestic and international commercial data transport networks (e.g., 3G and 4G Long Term Evolution (LTE) cellular, Wireless Fidelity (Wi-Fi)) and U.S. Government networks. The solution shall provide the “best practice” use of commercial-off-the-shelf (COTS) and Government-off-the-shelf (GOTS) equipment necessary to optimally run a completely scalable and seamless Mobile Ad-hoc Network (MANET). Each network must be scalable, able to support individual and collective operations or activities from small units up to Battalion and Brigade-sized elements. The solution must be able to operate point-to-point between devices without the need for a server interface, yet have the option to be incorporated into a server-based enclave as required. The solution must be able to run seamlessly on Android, Windows, and Apple operating systems, be interoperable between operating systems and be completely incorporable into current ongoing Special Operations Mission Planning Environment (SOMPE) program of record software/applications and servers.

The solution must offer options to protect data at rest, manage network access for every device and enclave on the network, and administratively remotely operate all devices on the network. The solution must provide push button setup, requiring minimal user configuration. The solution must provide node expandability, so that the data transport may be used to back haul data from any sensor that is attached to the node (such as Unattended Ground Sensors (UGS), weather sensors, Intelligence Surveillance and Reconnaissance (ISR) components, and Electronic Warfare (EW) systems). The solution must provide the ability to operate both dynamically mobile (on-the-move) and static, and it must provide maximum possible ranges in both modes of operation (e.g., use large omni-directional antennas for dynamic operation, and telescoping tower directional panel antennas for static operations). The solution must provide its own back-up power for the data transport node (the cellular network, the server, and the beyond line of sight data back haul), and it must be incorporable (with a variety of plug options) into any foreign power source, with at least two layers of surge and voltage regulation/inverter protection.

The capability must provide reach-back assistance at the unit and individual level to collaborate with the partner nation and coalition partners, enhance mutual understanding of problem sets, synchronize planning efforts and discuss the proper use of and employment of personnel and equipment. The RAA capability will be tested in Iraq/Syria, Africa, and Central/South America.

The solution must be completely compatible and be incorporated into the Government Off The Shelf (GOTS) Tactical Assault Kit (TAK) suite of products. The solution shall use existing TAK capabilities and add new capabilities to ensure that the RAA will at a minimum deliver the below capabilities:
· Remotely share/control the advisee’s device:
· Wipe the RAA function off the device.
· Monitor the device.
· Track the device.
· Control the device features.
·  Camera.
·  Mic.
·  Cursor.
·  Etc.
· Allow the advisor to remotely demonstrate how to use the advisee’s device or software on the device (e.g., Photoshop on a laptop).
· Remotely troubleshoot the device.
· Upload and share common government and commercial maps, imagery (e.g., FalconView®, Google Maps, Google Earth), and overlays.
· Video chat.
· Voice over Internet Protocol.
· Instant messaging.
· Email.
· Upload/download data.
· Data collaboration.
· Cloud-based data storage.
· Machine translation focusing on English, Spanish, French, and Arabic.
· Real-time sharing of the camera/mic/receiver functions to remotely participate with the advisee when conducting: 
·  Sensitive site exploitation.
·  Remotely driven technical assistance and troubleshooting of equipment.
·  Informant meets.
·  Render harmless explosive devices.
·  Etc.
· Real-time sharing and manipulating of locally created overlays (e.g., route review and critique).
· Real-time sharing of large media files of up to 200 MB.
· Real-time sharing of GPS data.
· Real-time sharing of documents (e.g., user manuals).

The solution will provide a skin that accesses all functionality of the device, the vendor developed RAA solution and the TAK suite of products loaded on the device. The skin will allow the user to select between a high bandwidth and low bandwidth option that provides the user access to those capabilities that will function in each of these environments. The skin will have a user interface that allows the user to add/delete non-core RAA capabilities from the skin.

Upon conclusion of the project, all equipment, coding, processes and capabilities will be turned over to the U.S. Government as GOTS.  The partner nation interface for RAA must be ITAR compliant.

[bookmark: _Toc438030270]R4042 Information Environment Common Operating Picture, Analysis, and Fusion (Command and Control of the Information Environment)
The Department of Defense (DoD) needs an improved capability to conduct cross-cutting analysis of the Information Environment using publicly available information (PAI), and to display relevant data and product views in an Information Environment Common Operating Picture (iCOP). Current capabilities limit DoD’s ability to manage shaping activities contributing to U.S. Government efforts to effectively compete in the information environment against both nation state and non-state actors (including violent extremist organizations).

· Proposed solutions shall have the ability to: Ingest large varieties of edited media (e.g., online news, government websites, etc.) and/or social media, along with relevant DoD, and U.S. Government data at multiple classification levels.
· Apply individual or multiple analytics of interest, and fuses the results into objects (events, themes, people) for display in an information Common Operating Picture (iCOP) and appropriate mission management tools.
· Filter results and identify correlation and (if possible) causation linked to U.S. Government, DoD, other nations, and other entities’ activities and communications.

The iCOP and accompanying analyst workspace will enable DoD to (i) better understand the informational effects of DoD activities and how adversaries, near-peer competitors, and violent extremist organizations operate in the information environment, and (ii) support / inform mission management of DoD contributions to Phase 0 and U.S. Government shaping efforts. Successful capabilities will lead to DoD developing and supporting more effective operations to counter adversarial activities.

Proposed solutions shall address one or more of the following areas:
· Demonstrate potentially relevant analytics against PAI or USG data.
· Demonstrate the creation and fusion of objects (people, places, topics, events, etc.) generated from publicly available information with USG data on various networks.
· Demonstrate the visualization of PAI and USG data in the context of DoD operational activities.
· Demonstrate test and evaluation of individual tool and analytic performance.

Capabilities shall be:
· Able to be integrated into a common big data architecture (RDK/TCRI/Newport).
· Compatible with the DoD’s Ozone Widget Framework.

Analytics of specific interest: Event detection, topic detection, named entity extraction, sentiment, geo-inference, community detection, and coordinated information campaign detection (other analytic approaches are acceptable)

[bookmark: _Toc438030273]R000 Information Operations Innovation
The Irregular Warfare and Evolving Threats Subgroup seeks novel solutions that enable the Department of Defense to develop creative and agile concepts, technologies, and strategies across all available media to most effectively reach target audiences, to counter and degrade the ability of adversaries and potential adversaries to persuade, inspire, and recruit inside areas of hostilities or in other areas in direct support of the objectives of commanders. Submissions shall propose innovative new technologies, concepts, methodologies and strategies for information operations and information engagement to support the tactical and operational requirements of the commanders of the geographic and functional combatant commands.

Unspecified requirements are for proposing unique innovations that have not yet been identified by the program. Funds are not budgeted for unspecified requirements. If the evaluation team determines that an unspecified requirement submission is promising enough to merit pursuing, funds may be identified at that point. Because proposed capabilities from the unspecified requirements will be competing against proposed capabilities for identified and prioritized interagency requirements, the program may be unable to make any awards against the unspecified requirements.

[bookmark: _Toc441851744]5.6 Personnel Protection (PP)

[bookmark: _Toc438030275]R3997 Wireless Health Monitor
Attacks on embassies and other government facilities place quick reaction forces and personnel recovery teams in harm’s way. Fire fights, severe injuries, and the need to maintain radio silence can leave operators unable to communicate their health and injury status to the command post. Develop the ability to remotely monitor the health status of incident responders. Sensors shall be designed for emplacement without removing clothing (Objective) and capture the responder’s heart rate and temperature. Sensors shall operate for four (Threshold) to six (Objective) hours without operator intervention, and shall be reusable. Lifetime requirements for sensors are directly proportional to costs.

The system shall encrypt (AES 128-bit or higher) and send the health (Threshold) and two-dimensional GPS location (Objective) information for responders to a command center via satellite (Primary) or cellular (Secondary) communications at a rate of once per minute. In the event communication networks are unavailable, the system shall begin reporting current health and GPS information once communications are restored. The use of short range wireless communications between the sensor and a secondary personal communications device is acceptable.

The system shall not interfere with mission performance (e.g., movement and firing weapons) or personal protective equipment (e.g., body armor and communications).

[bookmark: _Toc438030276]R3999 Vehicle Intrusion Detection
Couriers moving controlled materials between government facilities and mission personnel typically travel independently. This places the courier and the controlled materials at high risk of being targeted. Currently the only status communications come directly from the courier, leaving command center personnel unaware if the courier has been captured or injured and/or the controlled materials compromised.

Develop a vehicle intrusion detection system that can be rapidly (60 minute maximum) and repeatedly installed with no resulting vehicle damage. Target vehicles include SUVs and box trucks. Sensors, to include motion, thermal, break wire, flex/stress, and proximity, must be compatible with multiple surface types (e.g., wood, ferrous and non-ferrous metal). The system shall provide GPS tracking updates to the command center for both the vehicle (Threshold) and the courier (Objective). Location updates shall be sent at a user configured frequency (e.g., once every 30 seconds). The command center shall receive a warning if the courier’s handheld monitor is not within 50 meters of the vehicle, signaling a possible capture event. The system shall send a wireless alarm to the courier via the handheld monitor if a vehicle intrusion is detected while the courier is away from the vehicle, signaling a possible compromise of controlled materials. The handheld monitor shall be capable of receiving alarms at least 50 meters (Threshold) from the vehicle. An alarm shall also be sent to the command center when a vehicle intrusion is detected. All warnings and alarms shall be sent via satellite, with the cellular network as a backup in the event satellite is not available. It is acceptable for the handheld device to be a smartphone.

The system shall include a docking/charging station for the handheld monitor within reach of the driver’s seat. The vehicle components shall be powered internally (Objective) or via an external supply in the 9 to 36 volts DC range (Threshold). Internal power shall provide at least four hours of operation. A basic, low-cost Google Map display (or similar) shall be developed to visualize location and alert information for demonstration and user acceptance testing purposes. An interface control document shall be delivered to enable easy integration with multiple existing government backend display systems.

[bookmark: _Toc438030277]R4011 Helmet for 7.62 x 39 mm Mild Steel Core Protection
U.S. Special Operations Forces encounter high power rifle threats in areas of operation worldwide. A full coverage helmet capable of defeating these threats could greatly increase the survivability of operators. Special Operations Forces require scalable personal protection equipment that offers increased coverage and threat protection, allowing them to select appropriate protection for each mission. Increased head protection could exponentially increase the survivability of operators in high threat environments. 

Develop a full coverage helmet, to include mandible, which provides ballistic protection from 7.62 x 39 mm mild steel core (MSC) projectile threats. The helmet shall defeat one strike of
7.62 x 39 mm MSC at a velocity of 2400 ft/s to 2450 ft/s with backface deformation no greater than 25.4 mm. The helmet shall also provide impact attenuation at 10 ft/s in accordance with the Department of Transportation Federal Motor Vehicle Safety Standard 218. The helmet shall meet the “top to bottom” and “side to side” compression resistance requirements of CO/PD-05-04 when subjected to cyclic loads of 400 and 300 pounds, respectively.

[bookmark: _Toc438030278]R4012 Special Operations Tactical Stand-Alone Plate
Special Operations Forces requires a lightweight, tactical, stand-alone ballistic plate capable of defeating the 7.62 x 51 mm M993 projectile threat. Armor systems capable of defeating the specified threat exist in the conventional forces’ inventory. These systems are extremely thick and heavy and compromise Special Operations Forces’ missions due to their bulk and weight. A lighter, thinner armor solution would enable greater mobility, lower visible signature, and the opportunity to carry other equipment due to the weight reduction.

Develop a lightweight, stand-alone ballistic plate that will defeat a single shot of 7.62 x 51 mm M993 at 3050 ft/s to 3100 ft/s, a single shot of 7.62 x 54R API B32 at 2850 ft/s to 2900 ft/s, or two shots 7.62 x 39 mm API BZ at 2400 ft/s to 2450 ft/s with a maximum shot-to-shot spacing of 127 mm (5 inches) (threshold) to 76.2 mm (3 inches) (objective). The plate shall limit backface deformation to 44 mm for all three listed threats and possess an areal density of 5.9 lb/ft2 (Threshold) to 5.4 lb/ft2 (Objective).

[bookmark: _Toc438030279]R4013 NIJ Level IIIA Visor
Federal and local law enforcement tactical teams use full coverage helmets when conducting raids and forced entry operations. The helmets include mandible protection, but leave the face unprotected from ballistic threats. There is a need for transparent armor that can be integrated into the existing head protection systems. Integrating National Institute of Justice (NIJ) Level IIIA capable, transparent armor into existing head protection systems would close the ballistic window that currently leaves the operator’s face exposed. Providing this area of protection will increase the survivability of the operator when confronted with small arms fire. 

Develop a transparent armor solution that meets NIJ standard 01.01.06 for Level IIIA ballistic protection. The transparent armor shall be integrated into the current head protection system and shall be of acceptable areal density, so as not to over burden the wearer. The transparent armor shall be capable of complex curvature and shall maintain undistorted vision to the operator.

[bookmark: _Toc438030280]R4014 Enhanced Remote Activation of Vehicle Mounted TTL Device
Improvised explosive devices, rocket propelled grenades, and small arms fire remain prevalent threats against motorcades, convoys, and single vehicle operations. Vehicle occupants are often unable to activate onboard tagging, tracking, and locating (TTL) devices following such events due to incapacitation. Develop a single hardened package that integrates the previously developed threat sensing capability with a TTL device with a single communications path (satellite) (Threshold), or with multiple communications paths (Objective) to provide a faster and more reliable emergency notification. The hardened system shall be operational while being subjected to 50 pounds of TNT or equivalent for buried underbelly blasts and side blasts at a distance of 3 meters to armored (Threshold) and unarmored (Objective) vehicles and validated for field deployment.

The system shall provide battery backup and automatic failover to internal antennas when the connection to external antennas is unavailable for alerting the command center. The output (i.e., voltage range, simple command language, etc.) from the detection components through the processor to the TTL must be universally adaptable for use with any of the available TTL backend systems such as but not limited to Gotham®. The system shall transmit all required data via existing Iridium communication systems.

[bookmark: _Toc438030281]R4015 Female Body Armor Testing Protocol Validation
The population of females in law enforcement and military roles continues to grow substantially. These female armor wearers are conducting their duties in environments that put them at risk of incurring bodily injury from ballistic threats. Current body armor testing protocols do not adequately address shape and curvature of armors intended for use by female wearers, primarily in the bust area. As a result it is not certain if service issued body armor systems are providing the same level of protection for both genders, or if the performance metrics for male and female wearers are the same. Body armor testing protocols must address the construction differences between armors intended for wearers of both genders in order to properly assess a female armor system.

Develop, test, and validate ballistic test device build up techniques for the bust region and identify testing protocols for female body armor. The test device and testing protocols must support repeatability in execution and consistency in results which shall be equal to, or better than, the equivalent metrics established for male armor testing.

[bookmark: _Toc438030282]R4016 Three Dimensional Measurement for Backface Deformation
To date, there are no specific performance metrics identified for female body armor pass/fail parameters. These parameters are necessary to properly measure trauma related to body armor back face deformation (BFD) from a ballistic impact of the bust region for females. This leaves a great deal of uncertainty in the probability and severity of injury from BFD and makes it difficult for manufactures to address design concerns specifically related to protection levels/coverage of female armor systems.

Identify and test potential sensors/devices that could be integrated onto and/or behind a ballistic clay buildup of the female torso that will capture data related to ballistic impacts such as pressure, acceleration, and clay deformation. The integrated test device must use procedures that are repeatable and produce consistent test results to provide a better understanding of the injury mechanism for behind armor blunt force trauma when compared to simply measuring backface deformation. Two instrumented integrated test devices or a method for embedding sensors into or onto ballistic clay shall be delivered for government testing.

[bookmark: _Toc438030283]R4017 Mobile Gunshot Detection
Security forces transporting high risk personnel (HRP) or executing on-the-move vehicle operations in high risk environments are targets for incoming small arms fire. If subjected to incoming small arms fire, security forces gain an advantage when provided timely information regarding the firing source (bearing, elevation, range). These advantages lead to improved tactics for returning fire, and/or apprehending the shooter(s), and avoiding future fire. Current military, mast-mounted acoustic gunshot detection systems are generally not practical for law enforcement/civilian vehicle operations due to the system size and construction.

Develop a system that automatically detects supersonic (including suppressed) (Threshold) and subsonic (Objective) gunshots, and reports source location information for the incoming threat(s). The system shall exhibit low false alarms (no more than 1 false alarm per 150 hours of mobile operations) and a high probability of detection (at least 95 percent detection under threshold operating conditions). The system must be low profile/discrete and work effectively in challenging radio frequency environments. The system must also work effectively in urban and rural environments at highway speeds up to 40 miles per hour (Threshold) or 60 miles per hour (Objective). Both installation and removal of the system must be easily accomplished with minimal tooling with no vehicle skin penetrations (Threshold) or vehicle modifications (Objective). The system shall include GPS navigation/tracking and moving map display technology inside the sensing vehicle, and be able to communicate and display the gunshot detection data to other nearby law enforcement motorcade/escort vehicles. The navigation/tracking data shall be capable of integration into open source mapping applications such as Google Maps or similar. The detection system must operate in all weather conditions that vehicles are driven in. The system shall also be capable of temporary fixed site/free standing operation (Objective). Three (3) complete mobile gunshot detection systems shall be delivered for operational installation, test, and evaluation.

[bookmark: _Toc441851745]5.7 Physical Security (PS)

[bookmark: _Toc438030285]R4006 Horizontal Directional Drilling (HDD) Threat Analysis
Provide a comprehensive analysis and assessment of the mechanically-bored tunneling threat posed by commercially available HDD equipment to identify possible tunneling threat areas along the U.S. Southwest and Northern borders. Identify and characterize the performance capabilities and limitations of all HDD equipment that is commercially available and could be used by adversaries to build tunnels. The results of the analysis shall be used by Customs and Border Protection (CBP) to guide risk mitigation-based intelligence collection and assess the likelihood and effects of HDD equipment being employed for tunneling operations in a specified area (e.g., overlaying the operational footprints derived from analysis of various HDD systems onto a real-time map to determine potential areas of interest, etc.). The analysis shall provide information in formats compatible with the CBP Threat Assessment modeling tool (ArcGIS Data Platform). ArcGIS Data Interoperability supported formats can be found at http://www.esri.com/library/fliers/pdfs/data-interop-formats.pdf. 

The performer shall conduct the following tasks: 
· Analyze all available data sources on the state of the current HDD tunneling threat in the CBP Areas of Responsibility (AoR) including the U.S. Southwest Border (Threshold); U.S. Southwest and Northern Borders (Objective).
· Identify the attributes and characteristics that increase the likelihood of HDD tunneling activity by location in the CBP AoR (e.g., direct and indirect indicators and warnings; geology, topography, and hydrology considerations; supporting equipment and supplies; operational footprint for clandestine operation of HDD equipment; and, capabilities and limitations of tunneling equipment).
· Create a comprehensive database of HDD equipment for tunneling operations, including, but not limited to, commercially available and prototype systems. The database shall include:
· System capabilities, including range, depth, and conduit size.
· System limitations, including geological considerations.
· Support equipment required for system operation (e.g., reamers, transmitters, rods, augers, conduit, etc.)
· Logistics support required for system operation (e.g., fuel, water, hydraulic fluid, etc.)
· Building or structure size required to covertly operate HDD systems (i.e., system operational footprint). 
· Identify potential measures that the adversary would take to ensure that tunnels are not compromised.
· Identify potential foreign sources of HDD equipment and technologies.
· Identify the costs associated with performing HDD tunneling activities, taking into account the full lifecycle of an illicit tunnel (e.g., build, use, remediation, etc.).
· Identify potential future trends and scenarios for HDD tunneling activity and resulting implications for U.S. national security.

To promote ease of information dissemination the performer should aim to keep the results at the unclassified/FOUO level. The performer will conduct an initial analysis in the classified environment to determine if the information would change the unclassified/ FOUO analysis paradigm. If there is a return on investment for performing a classified version, this will be evaluated after the initial analysis.

[bookmark: _Toc438030286]R4007 Improved Handcuffs
Develop a pair of handcuffs that are able to withstand defeat techniques employed by a detained individual or individuals without the appropriate key. Proposed solutions that aim to improve existing handcuff designs will also be considered. The weight of the handcuffs shall not exceed 20 ounces. Each handcuff of each pair shall have a minimum opening of 50 mm for insertion of the wrist. The inside perimeter of the handcuff shall be a minimum of 200 mm when the ratchet is engaged at the first notch entering the locking mechanism. The inside perimeter of the handcuff shall be a maximum of 165 mm when the ratchet is engaged at the last notch entering the locking mechanism. The maximum overall length of the pair of handcuffs shall be 240 mm. Each pair of handcuffs shall withstand a tensile force of 2200 Newtons for a period not less than 30 seconds (i.e., not open under load, show no sign of permanent distortion or fracture, and function in a normal manner). While worn by the detained individual, the handcuff’s locking mechanism, along with any redundant fail-safes, shall withstand a blunt impact against a wall or other load carrying structure without unlocking or breaking loose components that the detainee could leverage to aid in his or her escape. The handcuff’s locking mechanism shall not be unlocked by the use of a paperclip, bobby pin, shank, shim, or any other similar item. The handcuffs shall unlock by a key that mimics the same functionality found in handcuffs currently on the market. The handcuffs shall function in a manner to prevent inadvertent or deliberate tightening once locked, precluding the handcuffs from potentially injuring the detained individual.

[bookmark: _Toc438030287]R4008 Compact Wireless In-Tunnel Reconnaissance System (CWITRS)
Develop a Compact Wireless In-Tunnel Surveillance System (subterranean robot) to safely conduct reconnaissance of discovered illicit tunnels and routine inspections of underground municipal infrastructure for evidence of interconnecting tunnel activity. The system consists of the platform, communications subsystem, power subsystem, imaging sensor(s), and command and control subsystem.

The CWITRS shall:
· Be able to access and navigate without degradation within structures with an opening diameter equal to 18 inches (Threshold); less than 18 inches (Objective). 
· Be ruggedized to survive impact during deployment and impact with objects in the tunneling environment. 
· Be waterproof.
· Operate in ambient and subterranean temperatures ranging from 22 °F to 95 °F (Threshold) and 15 °F to 120 °F (Objective), and within humidity ranging from 20 to 95 percent. 
· Be visually distinguishable from its environment in low-light to fully illuminated conditions and provide an audible and/or visual alert after a mission critical failure to help the users locate the system within the structure. 
· Be capable of providing non-line-of-sight uninterrupted power to the system for a mission lasting 30 minutes (Threshold); 1 hour (Objective).
· Be operable for a minimum of 4 hours (Threshold); up to 8 hours (Objective). 
· Provide non-line-of-sight uninterrupted communications from the point of insertion for distances greater than or equal to 1,000 ft (Threshold); 2,000 ft (Objective). 
· Provide lighting to visibly illuminate locations during conditions of darkness out to ranges of 10 ft (Threshold); 20 ft (Objective).
· Provide sufficient imaging coverage to view entire area-of-interest without user intervention (e.g., need to pan or tilt). 
· Provide video of sufficient quality and resolution to enable the operator to discern a disturbance or irregularity to underground municipal infrastructure or encountered objects, potential hazards, and challenges within the tunnel.
· Store four hours (Threshold); eight hours (Objective), of imaging data and associated metadata. 
· Securely transmit all system data to the designated display with latency no greater than 3 seconds (Threshold); 1 second (Objective). 
· Report its location and bearing on the command and control display with sufficient accuracy to retrieve the system in the event of a mission critical failure. 
· Be capable of single person system navigation and enable the operator to simultaneously view sensor data and the system’s location within the operational environment. 
· Provide screen display with no degradation to visibility in light conditions ranging from direct sunlight to light-denied environments. 
· Be capable of continuous operation without scheduled maintenance for a minimum of 30 hours. 
· Be protected against unauthorized access to the system and its data. 
· Provide the operator with near real-time control of field of view, direction, zoom and system native controls (forward and reverse).

[bookmark: _Toc438030288]R4009 Through the Wall/Floor Detection
Develop a self-contained, man-portable, non-intrusive, broad area scanning system with the capability to locate tunnel entrances/exits and other man-made voids (Threshold); and drug and weapon caches concealed in the floors and walls of buildings and underground municipal infrastructure (UMI) (Objective). The device will be used on routine UMI patrols and during intelligence driven operations in confined spaces to locate irregularities that may be indications of illicit tunneling activity. Typical environments are constructed with reinforced cement, either with or without rebar. The system and all of its features shall be operable by a single user and shall weigh no more than 7 kilograms (Threshold); 5 kilograms (Objective).

The system shall:

Performance Features:
· Scan and image a cross sectional area of up to 9 ft2 or less without performance degradation.
· Image up to 1,000 linear feet of an area-of-interest (UMI, tunnel, or room) in 30 minutes. Penetrate man-made and natural debris and obstructions typically found in the operational environment (e.g., trash, dirt piles, differing types of rocky terrain).
· Provide an accuracy of detection of the target of interest to within 1 feet (Threshold); 0.5 feet (Objective).
· Limit false alerts to less than 20% of true anomalies (targets of interest) discovered per deployment (Threshold); less than 5% of true anomalies (targets of interest) discovered per deployment (Objective).
· Withstand and operate without damage in maximum temperatures (95 °F (Threshold), 120 °F (Objective)) typical of the operational environment and in relative humidity of up to 95 percent.
· Operate continuously under its own power for 4 hours (Threshold) to 8 hours (Objective).

Data Requirements:
· Store the detection data (Threshold); compare previous scans for change detection (Objective).
· Protect against unauthorized access to the system and its data.
· Enable authorized personnel to immediately retrieve and export stored data.

User Interface:
· Display detection data and results (e.g., anomaly volume and location), the system’s location within the structure, and system health and status to the operator on a screen measuring at least 8.5 in x 11 in.
· Report the relative location of the detection (Threshold); absolute coordinates (Objective).
· Store the geographic location on the display (Threshold); overlaid on a geospatial display and map of the projected path (Objective).
· Have a viewable screen with no degradation to visibility in light-denied conditions.

[bookmark: _Toc441851746]5.8 Surveillance, Collection, and Operations Support (SCOS)

[bookmark: _Toc438030290]R3977 Human Language Technologies and Media Exploitation
Develop new or improved capabilities focused on Human Language Technologies and Media Exploitation. Capabilities should respond to the emerging needs for advanced Human Language Technologies solutions in the operational environment including data exploitation/analysis of information in languages other than English at the strategic and tactical levels. New approaches to content tracking, understanding and exploitation of multisource (speech, video, images, and text), multi-genre (formal and informal content), and multilingual data (one or more foreign and internet speak content) in order to increase actionable intelligence at all levels of operational mission will also be considered.

[bookmark: _Toc438030292]R4031 Remote Activated Brilliant Light Source
Develop a remote light flash capability that will momentarily activate photoreceptors in the eye, thus making vision impossible for at least five (5) seconds.

The solution shall support single-handed operation (Threshold). The device housing shall be ruggedized to support operational missions. The device length shall be less than or equal to three (3) inches long, two (2) inches wide and two (2) inches high. The total overall weight of the device shall not exceed three-fourths (0.75) of a pound. The flash device power source shall be included in the overall weight of the device. The device shall pass immersion testing for thirty (30) minutes at three (3) feet. Likewise, all connection points, ports or compartments shall come with an easily removable cover, plug or like item to prevent ingress of moisture or dust while the device is in storage or transit. The device shall be re-usable.

The device and all components shall meet military and civilian safety requirements for transport on aircraft. The device shall also not be sensitive to altitude and pressure changes related to transport in cargo aircraft. The proposed solution should not become unstable, be adversely affected or experience downgrade of effectiveness by climatic environment.

The device shall not consist of more than two modular components and require no more than two seconds for deployment. The flash device shall have a removable and rechargeable (or removable and replaceable) power source or positive safety device in order to prevent activation during transport and storage. If batteries are to be used, the batteries shall be common commercially available batteries such as AA, AAA, 9 V, or CR123. If batteries are to be used, the chosen battery(ies) shall allow for no less than three (3) activations.

The remote activation mechanism should be durable, reliable and cause the flash device to function in one (1) second or less from moment of activation. The activation mechanism shall be designed to prevent inadvertent, accidental activation. The activation mechanism shall be easily identified through operator tactile interface in no-light level environments. The activation mechanism shall be easily identified while wearing leather tactical gloves.

Components of remote operation capability are not included in overall weight and size of flash device, however total weight for the remote components shall not exceed a half (0.5) pound and shall fit into the same carrying pouch for the base device. Remote operation shall have full operator control for activation.

The proposed solution shall include a detailed user manual, technical manual and short periods of instruction/training for end users. The device and its possible components shall have a controlled environment shelf-life of three (3) years (Threshold), from date of manufacture. The device shall not create a hazardous material handling or disposal consideration after use. The proposed solution should grant full Unlimited Rights.

[bookmark: _Toc438030293]R4032 Biometric System for Cardiological Signature
Develop a ruggedized biometric system that captures cardiological signature to identify individuals positively at a distance of at least 200 meters. The system shall acquire a unique cardiological signature from a subject’s upper torso area. The system shall capture a subject’s data surreptitiously at a distance in less than 60 seconds, save and analyze the data on site to enroll and subsequently perform biometric identification.

The system shall meet the following capabilities or objectives:
· Create software and algorithms that rapidly store, analyze, and compare cardiological signals obtained by the system at a distance of at least 200 meters and within five seconds;
· Produce a ruggedized, lightweight, man-portable system;
· Derive a unique cardiological signature from the cardiological type data that can identify and exclude individuals;
· Acquire data from one of seven different sites (left carotid, right carotid, left front shoulder, front center chest, right front shoulder, left rear shoulder, and right rear shoulder) on the target over at least three layers of clothing;
· Operate on battery power for at least eight hours;
· Operate in harsh tactical environments encountered by United States military forces and law enforcement personnel. System shall maintain functionality between temperatures of -40 °C to 50 °C.


[bookmark: _Toc438030294]R4039 Non-Standard Radio
Develop new or improved technologies pertaining to non-standard, secure communications. Specific area of interest include:

NSA Type 1 Software Defined Radio (SDR): Develop a commercial appearing Type-1 VHF/UHF Radio with the proposed and expected performance:
· Initial capability of 90 MHz to 520 MHz AM/FM Voice with cipher text/commercial encryption Threshold Cipher text capable with Type-1 encryption is Objective.
· Ground-to-Ground
· Urbanized Environment (Minimal building obstructions): Threshold = 0.5 miles; Objective = 0.75 miles.
· Rural Environment (Minimal vegetation obstructions): Threshold = 2 miles; Objective = 3 miles.
· Unobstructed Line-of-Sight (No building or vegetation obstructions): Threshold = 5 miles; Objective = 7 miles.
· Ground-to-Air
· Unobstructed Line-of-Sight: Threshold = 15 miles; Objective = 20 miles.

R4069 Non-Standard Communications
Develop new or improved technologies pertaining to non-standard, secure communications. Specific area of interest:

Classified Processing: Provide classified data encrypted at rest on a smart phone and be able to effectively transfer classified data in transit over any internet connection (i.e., Wi-Fi, 3G/LTE). An interim solution for a strictly standalone distributed classified network that does not touch Government networks is acceptable. The solution shall provide:
· Processing of classified data over a smart phone;
· Transfer of classified data over commercial cell/Wi-Fi networks;
· Encrypted data at rest in a commercial form factor;
· Physical appearance that is innocuous and shall stand-up to a cursory search;
· Packet traffic not attributable to USG but may still look encrypted; and
· Base station component to provide Common Operator Picture (COP)/Command and Control (C2) from higher HQ and may be used to facilitate transfer to/from Secret Government networks.

[bookmark: _Toc438030295][bookmark: _GoBack]R4048 Biometric Presentation Attack Detection Study
Conduct a study to better understand the use of Presentation Attack Detection (PAD) systems within biometric software and/or hardware applications. All biometric modalities are of interest, but emphasis should be placed on fingerprint, iris, and face modalities. The study shall report current technologies, what technologies will exist in two (2) to five (5) years, and what technologies are anticipated in the next six (6) to ten (10) years. The study shall include, at the minimum, the following information:
· List of all relevant biometric companies and academia that develop software- and/or hardware-based anti-spoofing mechanisms as they pertain to private and public applications;
· List of the countries where anti-spoofing mechanisms are being used and/or scheduled to deploy;
· Address the gaps (if any) between what relevant biometric companies are declaring the technology can perform and actual capabilities;
· Types of materials and/or methods that are used to train and/or defeat anti-spoofing technologies; 
· Advantages and disadvantages of various anti-spoofing technologies; 
· Motives behind developing or implementing Liveness Detection for Fingerprint (LivDet-FP) mechanisms (i.e., for access control, for identification, for security) within biometric devices.

R000 Cyber
Cyber platforms and training for integrated solutions that fuse/exploit a variety of data sources, tools, and models (including socio-cultural dynamic models) into advanced counterinsurgency and domestic combating terrorism systems usable by interagency and coalition operational communities at the strategic, operational, and tactical levels. This can include near real-time integrated analytical and knowledge management systems that utilize a variety of sensors, devices, and architectures that address a variety of threats and scenarios.

Cyber solutions to support sustained operations by deployed elements through enhanced layered capabilities by understanding the cyber situation, anticipating adversarial actions, assessing potential impacts, and by implementing new broad spectrum methodologies.

[bookmark: _Toc438030296]R000 SCOS FY17 Unspecified Requirement
Any cutting-edge technologies or capabilities within the Surveillance, Collections, and Operations Support Focus Areas which a vendor believes would interest CTTSO. Focus areas include: Technical Surveillance and Special Communications; Cyber Operational Preparation of the Environment; Biometrics, Recognition, Identity Intelligence, Tracking, and Exploitation (BRITE); Canine Advanced Technologies (CAT); Counter-Surveillance Support; Human Language Technologies. Classified submissions are invited per BAA instructions.

[bookmark: _Toc441851747]5.9 Tactical Operations Support (TOS)

[bookmark: _Toc438030304][bookmark: _Toc438030298]R3874 7.62 mm Subsonic Ammunition Optimization
Tactical operators require the development of two advanced rounds for precision subsonic 7.62 mm—one for fast twist 1-7 to 1-8 twist sniper systems and one for 1-10 and to 1-12 twist program sniper systems. Ammunition for the program sniper systems with a 1-10 to 1-12 twists shall provide 2 minute-of-angle (MOA) (Threshold) 1 MOA (Objective) accuracy to 250 m (Threshold) 400 m (Objective). Ammunition for the specialty sniper systems with a 1-7 to 1-8 twist shall provide 2 MOA (Threshold) 1 MOA (Objective) accuracy to 400 m (Threshold) 600 m (Objective). The ammunition shall deliver an extreme muzzle velocity spread of no greater than 50 ft/s (Threshold) throughout standard temperature operating ranges from 40 °F to 95 °F; 25 ft/s (Objective) (10 shot average with chronograph). Velocity from a specialty sniper system (14.5 in barrel) shall not exceed 1,070 ft/s (10 shot average with chronograph) at 70 °F (Threshold equals Objective); the program sniper system (20 in barrel) shall not exceed 1,070 ft/s (10 shot average with chronograph) at 70 °F (Threshold equals Objective). The recommended approach for the program standard twist 1-10 to 1-12 twist weapon systems is a 165 gr to 185 gr match high ballistic coefficient (BC) (G1 greater than .400) bullet with a tailor made reduced capacity polymer, aluminum, or brass case that supports a compact powder load to negate typical powder position sensitivity issues with current subsonic ammunition configurations; however, vendors are encouraged to develop other novel approaches as well to meet the specification. The recommended approach for the 1-7 to 1-8 twist specialty sniper system is a high BC (G1 greater than .500) bullet with a weight of 200 gr to 250 gr loaded in a tailor made reduced capacity polymer, aluminum, or brass case that compacts the powder load to negate typical powder position sensitivity issues with current subsonic ammunition configurations; however, vendors are encouraged to develop other novel approaches as well to meet the specification. Rounds shall function in a bolt action rifle and AR-10 semi-automatic rifle (without full reciprocation of the bolt) (Threshold) or provide full function of an AR-10 style semi-automatic platform (Objective). The vendor is responsible for delivering test results for this effort (please advise on vendor equipment available for testing). Government test and verification shall occur after receiving final report and documentation from the vendor (Threshold). This effort shall require the vendor to deliver a minimum of 2,500 rounds each (5,000 total) (Threshold); 5,000 rounds each (10,000 total) (Objective) for the program sniper systems and the specialty sniper systems. This ammunition shall be used for both government limited safety testing and user level evaluations and testing.

No government furnished equipment shall be provided for this effort; however, Government furnished information can be provided. All ammunition should meet MIL-STD1461E, MIL-STD-1168, MIL-STD-709D, and MIL-STD-636 specifications (Objective). Post development and if the research, development, test, and evaluation effort is successful, the vendor shall also be tasked to provide test articles and subject matter expert support, as required, in Government safety testing (field and deployment release) for transition.

A Firm Fixed Price proposal is preferred.

R4000 Augmented Reality System – Navigation (ARES-N)
Currently tactical operators conduct route planning and navigation during missions using applications such as Android Tactical Assault Kit (ATAK), which allows the tactical operator to simultaneously view navigation directions/data and friendly and/or foe positions. There is no safe way to drive or navigate a vehicle while in a combat or hazardous area without one team member looking down at a mobile device running these current capabilities. Through the development of an augmented reality system for navigation, the aim is to have both the driver and all team members with their heads up for force protection during mobile operations.

System Performance Specifications: 

· The system shall allow for expedient, non-permanent mounting to the dashboard of any vehicle – not to exceed two (2) minutes for setup (Threshold); the system should allow for expedient non-permanent mounting to the windshield of any vehicle (Objective).
· The system shall operate on AA or AAA batteries (Threshold). The system shall have the ability to operate in battery bypass using 12 VDC from the vehicular auxiliary power outlet (Threshold).
· The system shall operate for eight (8) hours on battery power (Threshold); twelve (12) hours on battery power (Objective).
· The system shall interface with smartphone device through the device Universal Serial Bus (USB) (Threshold). The system should allow for Wi-Fi and Bluetooth (BT 4.0) connectivity to the display system via a smartphone/tablet device where this functionality can be toggled on/off (Objective).
· The system shall obfuscate the displayed information so that it may only be viewable to operators inside the vehicle (Threshold). The system should have no visible light signature from outside the vehicle (Objective).
· The data and illumination should never be viewable through the exterior of the windshield (Threshold). Intent is to not increase signature of operators with high illumination visible from the exterior of the vehicle using, possibly, directional privacy filters.
· The system shall operate under all light conditions, day and night (Threshold equals Objective).
· The system shall display SQLLite map data sets, MIL-STD 2525C iconology, Cursor on Target (CoT), Keyhole Markup Language (KML), and text messaging (Threshold). This system should run Android applications natively without connection to a smart device (Objective).
· The system shall display Android applications such as ATAK, Waze, and Google Maps (Threshold).
· The system shall allow for CoT translation into terrain-walk (Threshold).
· The system shall allow for Open Street Map (OSM) meta-data (e.g., street names) and work with turn by turn guidance from the driver’s perspective (not requiring full augmented reality “in scene” – only metadata) (Threshold).
· The system shall have no physical military signature (Threshold equals Objective).
· The system display shall be equivalent to an eight (8) inch screen (Threshold); fourteen (14) inch screen (Objective).
· The tactical operator shall have the ability to physically add and remove application content such as CoT through buttonology or touchscreen access (Threshold). The tactical operator should have the ability to add and remove content through voice interaction with the system (Objective).
· Digital Trained Elevation Data (DTED) 3D imagery can be provided as Government Furnished Information (GFI).

Areas of technical/operational risk to fulfilling the requirement:
· Translation from bird’s eye view (on Android device) to driver/on-terrain view/terrain-walk.
· Ensuring that data and images projected are accurately measured (i.e. device/smartphone will support the accuracy required or would attachment of new gyros with better degrees of freedom (DOF) and accuracy, azimuth, and angle elevation be required).
· How to mitigate off-axis detectability from outside the vehicle (one way viewing of the data inside the vehicle).
· How to maintain acclimated night eye sight (i.e. will there be a night mode).
· Consider environmental factors when looking at a windshield display option such as external and internal light sources, using the defroster, and light scattering when using a privacy filter or screen on the windshield

A Firm Fixed Price proposal is preferred.

[bookmark: _Toc438030299]R4001 Near Field Communications Tactical Enhancement Adapter (NFC-TEA)
Develop the capability to connect a Portable Laser Ranger Finder (PLRF 25C) via Near Field Communication (NFC) to an Android smartphone device and input the PLRF’s data into the Android Tactical Assault Kit (ATAK). Currently, tactical operators must configure legacy devices that utilize custom harnesses and connectors, which contribute to cable snag issues and added weight.  

System Performance Specifications: 

· Shall work with an Android Galaxy S5/S6 and ATAK connecting via NFC to a PLRF 25C (Threshold). The NFC dongle connected to the PLRF25C shall hold three (3) lased targets to transmit to ATAK (Cursor on Target (CoT) is a viable solution) (Threshold).
· The Contractor shall be responsible for the integration of the NFC dongle with the Android Galaxy S5/S6 NFC and the source code/plugin for ATAK (Threshold).
· The Android Galaxy S5/S6 and ATAK shall provide a location of self/device (ownship position or GPS) for the PLRF 25C data to utilize in ATAK to plot Situational Awareness (SA) nodes (Threshold).
· The size and weight of the dongle shall be determined from the Contractor proposals where the Contractor will be held responsible for the dimensions and weight they claim to be able to achieve (Threshold).
· The Contractor shall ensure that the NFC will work with a Galaxy S5/S6 Juggernaut case (Threshold).
· The NFC dongle connected to the PLRF 25C shall provide its own power as the RS232 port on the PLRF 25C does not provide for power (Threshold).
· The NFC integration shall only allow for one way transmission from the PLRF 25C to the Galaxy S5/S6 and shall not allow for the NFC communications on the Galaxy S5/S6 to output information via NFC (i.e., one-way transmission of data) (Threshold).
· The NFC dongle developed shall be compatible and form fitting for the PLRF 25C but should also allow for a connector adapter to connect to other targeting devices such as the PLRF 15C, Mosquito, and TruePulse 360B (Objective).
· The system shall be easy to use and set up in less than five minutes (Threshold); one minute set up (Objective).
· The form factor, setup time, and power requirements shall be suitable for dismounted use and close proximity to multiple operators while conducting operations in a mixed RF jamming environment (Threshold).
· The NFC range shall be 10 cm or less (Threshold). It shall not be affected by long-range jamming and electromagnetic interference (Threshold).
· Shall pass grid coordinates and range/bearing/elevation data from the laser range finder (LRF) when touched to the Galaxy S5/S6 in near real time (Threshold).
· 400 Kbps throughput at 10 cm (Threshold).
· Should allow for security pairing (Objective).
· Use a non-proprietary/open source standard solution, so additional components can be integrated and paired as needed (Objective).
· Deliver 10 prototype dongles with an option to order 100 more.
· Government shall provide one PLRF 25C for the duration of project as Government Furnished Equipment (GFE). 

A Firm Fixed Price proposal is preferred.

[bookmark: _Toc438030300]R4002 Maritime Modular Electronically Steerable Array Antenna System
U.S. maritime forces currently lack an “On the Move” (OTM) beyond line of sight (BLOS) Secret Internet Protocol Router Network (SIPRNet) voice/data connectivity capability. This proof of concept effort seeks to develop and test electronically steerable array antenna technology, using modular panels that can be configured to match the operational environment and bandwidth requirements in the field. A system meeting the following criteria would allow forces moving at high rates of speed in a maritime tactical environment to maintain connectivity and the ability to provide real-time updates via data and Secure Voice over IP (SVoIP) circuits. Having an antenna that has a waveform capable of meeting the following requirements shall not only solve this shortfall but shall have a wide array of applications not just for military maritime environments but ground forces and other government agencies (OGA) as well.

System Performance Specifications: 

1. Dimensions
· 12 in x 12 in x 4 in panels (Threshold).
· 6 in x 6 in x 2 in panels (Objective).
· Weight
· 10 lb per panel (Threshold).
· 5 lb per panel (Objective).
· Data Throughput
· 4 Mbps down/2Mbps up (Threshold).
· 10 Mbps down/6Mbps up (Objective).
· Transmit and receive is required on one antenna (Threshold).
· Bands
· Ku/X with ARSTRAT WGS cert (Threshold).
· Ku/X/Ka with ARSTRAT WGS cert (Threshold).
· Environment
· Must be able to sustain in a maritime environment on the move (OTM) (Threshold).
· 30 knots in sea state 3 (Threshold).
· 50 knots in sea state 5 (Objective).
· Users
· Must be able to support an SOF Deployable Node (SDN) L Baseband and ancillaries (Threshold).
· 3 SIPR/ 3 Non-Classified Internet Protocol Router Network (NIPRNet) workstations.
· 1 SIPR/ 1 NIPR VOIP.
· Water Intrusion
· Must be able to sustain continuous exposure to salt water when mounted in the maritime setting.
· Appearance
· Two (2) variants: one with a commercial appearance and form factor to blend in non-military environments; another variant with an appearance and form factor that blends in a tactical environment.
· Functionality:
· Critical to this development is that the antenna shall have no mechanical moving parts (Threshold).

A Firm Fixed Price proposal is preferred.

[bookmark: _Toc438030301]R4003 Android Improved Data Modem Variable Message Format (AIDM VMF) Software
The Variable Message Format (VMF) over MIL-STD 188-220 has been the standard for Close Air Support (CAS) since the mid-1990s. It is implemented in various forms across most combat aircraft in the U.S. and NATO inventory. Its widespread implementation and minimal Size, Weight, and Power (SWaP) requirements make it ideally suited to the Joint Terminal Attack Controller (JTAC). Currently there are only two choices for the ground user: an external hardware modem or a Windows based software solution.

Special Operations Forces (SOF) seek to develop an Android software and modem solution that allows passing of critical information from an Android smartphone or tablet using VMF to support JTAC missions. Current fielded MIL-STD 188-220/VMF Digitally Aided Close Air Support (DACAS) systems either rely on an external modem (card/device) or software plus hardware that is currently only available for Windows based platforms. This relegates the user to having to use larger End User Devices (EUDs) with shorter battery life. The current devices enabled in accordance with the above standard represent prior generations of computing technology tied to legacy mapping applications not built for the dismounted JTAC. This effort would enable the development and fielding of an operating system (OS) independent (Objective) or Android-based (Threshold) software and hardware solution (customized interface cable that may require a synchronization serial chip) that shall easily port between existing fielded operator hand-held devices (e.g., Android Tactical Assault Kit (ATAK), Android Precision Assault Strike Suite (A-PASS), and KILLSWITCH).

Development of this effort shall provide the SOF JTAC with a readily available, lightweight, and on demand DACAS VMF tool that can seamlessly integrate into currently fielded Android devices.

System Performance Specifications:

1. Solution shall seamlessly operate with Android OS 4.2 (Threshold); OS independent (Objective).
1. Solution shall provide a publicly available Interface Control Document (ICD) to exchange target, status, and configuration data (Threshold). Solution shall operate seamlessly with the current ATAK version 3.0.1 (Threshold) and other Android based targeting suites (Objective – ATAK / A-PASS / KILLSWITCH any version). 
1. Solution shall easily configure (Threshold) or automatically configure (Objective) to attached radio systems (PRC-152A and PRC-117G - Threshold / any Combat Net Radio (CNR) radio – Objective). Configuration includes setting the radio for D/V (data/voice), configuring communications rates, and all other 188-220 radio configurations required to match existing Mission Design Series (Objective) (U.S. Government shall provide applicable radio configuration settings).
1. Solution shall configure to MIL-STD-188-220D, MIL-STD-6017B, and MIL-STD-2045-4700D (Threshold), and MIL-STD-6017A, MIL-STD-2045-47001C, and MIL-STD-188-220C (Objective).
1. Solution should support aircraft platforms: F-35, F/A 18 (Threshold), and A-10C, F-16 B/C, GR-7/9, Tornado, Rafale (Objective), for the MIL-STD-6017 messages implemented. 
1. The solution shall implement VMF MIL-STD-6017 with the following messages: K1.1, K2.33, K2.57, K2.59, K5.1 (Threshold) and a complete validated VMF message library (Objective). Image transfer messages (K4.7) should be supported (Objective).
1. Solution shall provide positive user interface for display, entry and confirmation of VMF-related messages (Threshold). Solution shall be compatible with the current ATAK user interface functions (Threshold).
1. Solution shall be compatible with DACAS Engineering Change Proposals (ECPs) 1 through 4 (Threshold).
1. Solution shall not interfere with other applications and support minimal processor and memory requirements as well as releasing ports when AIDM exists (Threshold).
1. Solution shall be optimized to avoid degradation in communications and screen lock-up during peak use (e.g., load balanced) (Threshold).
1. Solution shall be compatible with the Battlefield Airman Operational Control System (BAO-OCS) kit power and data distribution subsystem (e.g., cabling, peripherals interface, hub) (Threshold).
1. Contractor shall propose supported field testing and interoperability events, as approved by the user. 
1. Third parties able to add message parsers/generators (Objective).
1. If required, solution shall meet joint interoperability accreditation requirements for Government communications (Threshold). The user ultimately requires a clear path to full validation of the software and a clear path to full validation and accreditation (e.g., Risk Management Framework, NIST, FIPS approvals) (Objective).
1. Application information assurance controls shall be inherited from the ATAK system (Threshold).

The Government will provide as Government Furnished Equipment (GFE) 2 PRC-152A, and 2 PRC-117G radios, contingent on Government approved (Communications Security) COMSEC storage security. Government will provide as GFE, OCS kit components to include EUDs, tethers, hubs, cables, and the ATAK software as appropriate for prototyping and test.

Government will consider vendor proposals for intellectual property control and software licensing arrangements for this project; however, it should be noted that ATAK is a GOTS capability that has Unlimited Government Rights.
 
A Firm Fixed Price proposal is preferred.

[bookmark: _Toc438030302]R4004 Micro Weather Sensor – Air to Surface Employment Kit (MWS-A2SEEK)

Special Operations Forces (SOF) have an urgent need for an Air to Surface Employment Kit (A2SEEK) for the Micro Weather Sensor (MWS) that automatically collects environmental data while simultaneously transmitting data to the Iridium constellation, overhead aircraft, and ground-based forces. This capability allows operators and command and control (C2) elements to receive sensed weather elements and formulate aviation reports automatically in deep battlespace or denied areas. Current Micro Weather Sensor (MWS) prototypes do not have a commercial or military aircraft delivery system for deployment into environments without operators on the ground to emplace these devices.

SOF is seeking strictly the air-deployment mechanism for an already developed MWS. The MWS-A2SEEK shall have the ability to air deploy by one individual, by hand (Threshold) and/or automatically dispense (Objective), from fixed-wing (manned) and rotary-wing aircraft. Additional means of air emplacement shall be explored, including launching from a Remotely Piloted Aircraft (RPA) (Objective). The MWS-A2SEEK shall be capable of deployment from altitudes of 15,000 feet above ground level (AGL) (Threshold) or 35,000 feet AGL (Objective) and at varying airspeeds from hover (0 knots) to 130 knots (Threshold); 250 knots (Objective). The MWS-A2SEEK shall be developed to land upright or right itself (Threshold equals Objective) upon landing with the sensor being 2 (Threshold) to 3 (Objective) meters above ground level on various terrain types and begin autonomous operations. All capabilities of the existing MWS technology shall be fully operational with the MWS-A2SEEK (Threshold equals Objective).

System Performance Specifications:

· The A2SEEK shall be at a Technology Readiness Level of five (5) (Threshold); seven (7) (Objective).
· Shall consist of an adaptable/configurable air-deployment platform that allows a single operator to hand air deploy (Threshold) or deploy via an onboard generic aircraft dispenser system (Objective).
· Shall accommodate the MWS Base (Threshold) and/or MWS variants (Objective).
· The A2SEEK shall meet specified U.S. DoD services aircraft (to include, but not limited to C-27, Non-Standard SOF A/C, C-130, C-17, H-60, H-47), rotary and fixed-wing, and deployed aircraft safety configuration (Threshold equals Objective).
· The system shall be deployable with aircraft speeds of hover (0 knots) to 130 knots (Threshold); hover (0 knots) to 250 knots (Objective).
· The system shall be able to deploy to target locations with an accuracy of no more than 330 ft (radial) of error per 1,000 ft of drop in optimal wind conditions (13 knots) (Threshold) or no more than 180 ft (radial) of error per 1,000 ft of drop in optimal wind conditions (17 knots) (Objective).
· The system shall be able to land up-right (Threshold) or self right to 90 degrees (zenith), within 10 degrees of the x- and -y axis (Threshold) upon landing and find stable and stationary footing in ground/surfaces types such as: soil (firm, all types, and sand), up to 6 inches standing water, and up to 20 degrees slope (Threshold) or rock(y) surfaces (all types up to 30 degrees slope) (Objective).
· After system self rights, it shall be able to sustain wind conditions up to 50-knot gusts (Threshold); 65-knot gusts (Objective).
· The system shall include an external battery with the ability to recharge the MWS primary internal battery (5V, 5 Ah) 5 times (Threshold); 10 times (Objective). The complete air employment system shall be low visibility color variant (Threshold) (excludes sensor package).
· The system shall weigh no more than 20 lb (Threshold); 15 lb (Objective) (excludes sensor package weight). 
· If a parachute deployment system is used it shall have an automatic release upon landing (Threshold).

A Firm Fixed Price proposal is preferred.

R000 TOS FY17 Unspecified Requirement
Develop innovative technologies that enhance the capabilities of DoD and interagency special operations tactical teams engaged in finding, fixing, and finishing terrorists. This includes the development of capabilities for state and local law enforcement agencies to combat domestic terrorism.

Technologies may include:

Offensive Systems
Develop advanced equipment and capabilities that enhance the effectiveness of small tactical units engaged in direct action operations. Develop specialized weapons, munitions, detonators, distraction/diversion devices and other unique tactical equipment.
 
Unconventional Warfare, Counter-Insurgency Support 
Develop advanced tools and equipment specifically for small tactical units conducting a broad spectrum of military, paramilitary, special warfare and digital operations focused on force protection, assisted and unassisted recovery, and operational preparation of the environment.

Tactical Communications
Develop flexible, enhanced, full spectrum communications capabilities specifically designed for tactical forces, with emphasis on reducing operational load while improving operator mobility and efficiency. Develop assured tactical communications connectivity in challenging environments such as complex urban, subterranean, and maritime environments.

Tactical Reconnaissance, Surveillance, and Target Acquisition Systems
Develop technologies to assist small tactical teams in conducting organic reconnaissance, surveillance, and target acquisition missions by tactical operators. Develop systems that enhance the visual perception or other imaging capabilities of tactical operators in all conditions and environments. 

Specialized Infiltration, Access, and Exfiltration Systems
Develop technologies that assist tactical assault forces in gaining rapid insertion, access and egress to and from objectives. Improve evaluation of tactical options, and support efficiency and stealth, including remote operations. Develop enhanced target analysis, manual and dynamic breaching technologies for small tactical assault teams. 
 
Survivability Systems
Develop man portable tools and equipment to enhance operator survivability during the conduct of tactical missions. 

Unspecified requirements are for proposing unique innovations that have not yet been identified by CTTSO. Currently available commercial-off-the-shelf (COTS) products will not be considered. CTTSO does not budget funds towards unspecified requirements. If CTTSO evaluators determine an unspecified requirement submission is sufficiently promising to merit pursing, funds may be identified at that point. Because proposed technologies from the unspecified requirements will be competing against proposed technologies for identified and prioritized interagency requirements, CTTSO may not make any awards against the unspecified requirements.

[bookmark: _Toc441851748]5.10 Training Technology Development (TTD)

[bookmark: _Toc438030306]R4028 Ballistically Accurate Sniper Training System
Design, develop, and implement a Ballistically Accurate Sniper Training System for use in a non-live fire environment. Scenario-based, live role player training is critical to developing sniper skill sets such as decision making and marksmanship in a real-world situation. The current limitation of this training is that shot accuracy is estimated and threat neutralization is notional. This does not provide the sniper with real-time feedback with regard to their firing solution and ability to effectively engage the target, therefore limiting the performance improvement potential. The goal of the Ballistically Accurate Sniper Training System is to overcome this limitation by combining the latest in weapon, laser, and sensor technology to calculate and demonstrate shot accuracy in real time to optimally train and assess sniper decision making and marksmanship. 

The Ballistically Accurate Sniper Training System shall use ballistic solutions based on real-world environmental factors to calculate, demonstrate and record shot accuracy. The system shall include a full motion video kit that can be retrofitted to any current Sniper Weapon System (SWS) from 7.62 to 50 calibers. The training system shall incorporate the Sniper’s Ballistics meter for gathering atmospheric and ballistics information to develop the firing solution. Once the Sniper confirms the firing solution and engages the live-role player target, a signal shall be sent from the weapon to the target indicating a shot was sent by the weapon. The system shall determine, in real-time, the accuracy of the shot within 1 Minute of Angle (MOA) at a minimum range of 50 meters to a maximum range of 300 meters. The system shall incorporate sensors worn by live-role players from mid torso to the head. The sensors shall process where on the body the shot hit and provide feedback to the role player accordingly. The system shall capture full motion video of the Sniper’s shot environment and the atmospheric and ballistics details. These details allow the Sniper and Instructor to see the Sniper’s shot performance as part of an offeror developed after-action review (AAR) either in the field or a classroom environment. The AAR feature shall allow the Instructor to see what the sniper saw during the scenario as well as where the shot struck the target. The system shall function on both indoor and outdoor ranges.

The Ballistically Accurate Sniper Training System shall adhere to the following specifications:
· Any laser or video attachments shall be unobtrusive to normal employment of the weapon and any of the weapon’s rail mounted devices.
· The system shall not interfere with the use of the scope ocular lens adjustment, turrets, or power adjustment.
· The system shall allow the Sniper to easily co-witness to either bore or rifle scope (zero) and allow for zeroing of the device.
· The attachments shall be as close as possible to either bore line or scope line to mitigate issues of zero angles and divergence at distance.

[bookmark: _Toc438030307]R4029 Use of Force Decision Making Training Simulation
Analyze, design, develop, and implement a training simulation for law enforcement officers to accomplish Use of Force decision-making training from a desktop PC computer and tablet (iOS). The training simulation shall also provide a report of officer decisions based on reactions to violator’s actions within a virtual scenario and shall have the capability to provide an appropriateness rating based on a preset continuum of responses. These reports must be accurate enough to provide agency instructors the capability to accurately assess use of force competencies for a workforce of law enforcement personnel within an organization to validate or make changes to current workforce Use of Force training methodologies.

Current Use of Force training exists through multiple instructional settings, but is costly, time-consuming, and requires a small instructor-to-student ratio to maintain annual training requirements for over 13,000 officers. The offeror shall be responsible for developing a new training simulation that will contain four Use of Force interactive scenarios, each allowing five different outcomes/branches based upon user responses and selections. The simulation shall be developed using video game engine technology and will be hosted on a Government-owned server/Learning Management System upon completion. The simulation shall only require the use of a mouse/keyboard for the PC version, and a touch screen for the tablet version. Use of virtual reality technology is not currently desired, though the system shall have expansion capabilities for use of an integrated head mounted display virtual reality device. An offeror owned/maintained server, located at the offeror facility (i.e., not cloud based), will be required throughout the development of the simulation effort only and be able to provide user/Government access for all testing purposes and Government reviews and information security assessments. This training shall allow up to 30 simultaneous users at one time. Upon completion of the effort, the training simulation shall be transitioned to Government systems.

The offeror shall conduct a training needs analysis and create a comprehensive design document and storyboards at the start of the effort. Needs analysis meetings shall be conducted by the offeror at the direction of the Government. The Government will also provide Subject Matter Experts through the duration of the project to guide development and reviews.

The training simulation shall be accessible via a government-owned PC and tablet (iOS) that is connected to a high-speed internet connection and hosted by a Government Learning Management System (LMS). The final simulation shall provide training for up to 13,000 users, and provide administrators with the ability to conduct data analytics and prepare reports that enable instructors to track progress, incorrect responses, and areas for remediation in future agency trainings. 


[bookmark: _Toc438030308]R4030 Any City 15x15
Design and develop a Virtual Reality (VR) simulated environment, accessible via a laptop and/or desktop computer that provides a virtual 15 city block x 15 city block environment where students will be immersed into realistic, city-based training scenarios. New and emerging Virtual Reality head-mounted display (VR-HMD) headsets from Oculus Rift and HTC Vive shall be the primary means of the student’s interactions with the environment. At minimum, one training scenario shall be developed pertaining to physical surveillance within the simulated environment. The VR simulation will be used in instructor-led training courses and as a computer self-paced solution by multiple federal, state, local, and international agencies with a variety of needs for combating terrorism training, including but not limited to physical surveillance, security planning, and first-responder movement. Instructors shall be able to record the training exercises for later review and evaluation of the student’s decision making skills.

The VR simulation environment must be created with an emphasis on the aspects of the new field of VR capabilities entering the marketplace, specifically the Oculus Rift and the HTC Vive. The simulation environment shall contain artificially intelligent non-player characters in sufficient quantities (e.g., minimum of 10,000) and exhibit realistic behaviors (e.g., engaging in conversation, jogging, carrying groceries, etc.) that reflect a real city environment with the illusion of life. In addition, the characters shall be able to move and interact inside and outside of a variety of buildings, both residential and businesses typical of a city. At least one training scenario pertaining to physical surveillance within the simulated environment shall be created as part of the base effort, and the scenario shall be approximately one hour in length. The scenario shall be integrated so that students and instructors can utilize and evaluate it within the environment using HMDs. As options to the base effort, the offeror may also propose optional scenarios to be created following the completion of the environment and the initial scenario. An instructional designer shall be utilized to ensure that the environment is designed for learning and the scenarios meet the established learning objectives identified during a Needs Analysis phase.

The prototype shall include seven client PCs and one server PC, likely running Windows 10, but the operating system is subject to confirmation upon contract award. All the PCs will be linked within an internal LAN configuration and NOT installed on a military or other government domain. This configuration will be a standalone configuration within a confined space. The offeror shall provide a total of seven VR HMD hardware devices (e.g., Oculus Rift or HTC Vive) that shall be integrated with the PCs in order for the user to visualize and experience the VR cityscape. Additional hardware will include a large external monitor for the instructor to observe and/or review what the user is experiencing at each user station, handheld game controller for walking through and interaction with the environment; steering wheel and gas pedal (Logitech G920) configuration on a gaming/racing chair, headphones, powerful gaming class PC (High-end gaming video graphics cards), and appropriate server or other gaming class PC to run a virtual server. The software game engine shall have the ability to publish to multiple platforms including PC, mobile, and major consoles. The game engine shall support multiple programming languages such as C#, JavaScript and Action Script. The game engine shall have a repository of learning tutorials, learning documentation and an end-user support community.

[bookmark: _Toc438030309]R4061 Surveillance Detection Training Support Package
Analyze, design, develop, implement, and evaluate an instructor-led surveillance detection training support package for law enforcement, public safety personnel, and critical infrastructure owners and operators domestically and abroad. Additionally, the offeror shall be responsible for developing train-the-trainer modules in conjunction with the instructor-led surveillance detection training support package. This effort will provide training to identify pre-operational surveillance techniques and detection strategies for those individuals tasked with the critical role of detecting adversarial surveillance.

Current surveillance detection training content exists, but a standardized, consistent, and updated program does not. The instructor-led surveillance detection training support package will consist of up to 40 hours of instructor-led training to include interactive classroom based learning activities. The train-the-trainer modules shall be sufficient in content and duration to enable instructors to teach the learning objectives associated with the Surveillance Detection course. Local law enforcement and/or government agencies shall be able to use the training support package to train themselves to develop the subject matter expertise in adversarial surveillance detection.

Content will include areas such as, but not limited to: 
· Surveillance Tactics, Techniques, and Procedures (TTPs).
· Surveillance Detection TTPs.
· Understanding Use of Cover. 
· Adversarial Targeting Practices. 
· Understanding Mannerisms. 
· Surveillance Awareness. 
· Suspicious Activity Reporting.

The offeror shall conduct a training needs analysis with Government identified stakeholders, review existing training content to determine how to re-use or redesign training materials, and develop a training support package based on the needs analysis and re-designed content.

The training support package for the instructor-led component and the train-the-trainer modules will each consist of, at a minimum: 
· Program of Instruction. 
· Instructor Guides. 
· Student Guides.
· Experiential Learning Guides (Practical Exercise Guide).
· Written Exam/Answer Key and Instructor Guides.
· Interactive classroom-based learning activities. 
· Visual presentations (e.g., PowerPoint, PDF, etc.).
· Job Aids/Handouts.

The offeror shall provide support for the delivery of one course that implements the developed training support package at a CONUS location determined by the Government.

Training support package assessment shall consist of Kirkpatrick Levels 1 and 2 evaluation questions, with a strategy presented for Levels 3 and 4.

Curriculum shall meet design requirements necessary to qualify it for submission and approval to the FEMA National Education and Training Division for inclusion in the Federal Training Catalog.

Transition support shall be provided and include, at a minimum: printing, transition to one Government identified Learning Management Systems (LMS), and transition to the Government Printing Office. Content shall be created using Microsoft Office and Adobe and must be Section 508 compliant. 

[bookmark: _Toc438030310]R000 TTD FY17 Unspecified Requirement
Develop training technologies and human performance improvement solutions to increase mission readiness and enhance the operational capabilities of all elements, to include both military and civilian communities involved in combating terrorism. The technologies shall provide valuable and innovative approaches to enhancing knowledge, skills, and abilities to deter, defeat, prevent, protect, mitigate, and respond to terrorist threats. This includes the development of new or improved training technologies, performance support capabilities, computer-based training courses, programs of instruction on new concepts, training delivery architectures, training aids, devices and simulations. The proposed training and/or performance improvement technologies shall support the life cycle of research and development to include: analysis, research, design, development, implementation, evaluation, verification and validation testing, and technology transition.

If known, submissions shall identify the anticipated end user and/or supporting organization along with points of contact. This end user POC information should be placed in the bottom right quadrant of the quad chart submission.

Areas of interest include, but are not limited to: 
· Training technologies used in support of allies, coalition, and/or host nation partners.
· Training and human performance technologies focused on AFRICOM AOR, PACOM AOR, and Southwest Border.
· Mobile learning and performance support applications (apps) for operational users (military in theater (any/all AORs) and/or federal law enforcement and protective services domestically and internationally).
· Advanced performance support capabilities to include augmented reality.
· Holographic technology applicable to the training environment.
· Wearable technology for use in the training and exercise environment.
· Advancements in judgmental shooting simulations.
· Human performance optimization technologies and methods to enhance cognitive and physiological functioning for special operations, law enforcement, and first responders.
· Analysis, research, and/or evaluation of training technology.

Unspecified requirements are for proposing unique innovations that have not yet been identified by CTTSO. If CTTSO evaluators determine an unspecified requirement submission is sufficiently promising to merit pursuing, funds may be identified at that point. Because proposed technologies from the unspecified requirements will be competing against proposed technologies for identified and prioritized interagency requirements, CTTSO may not make any awards against the unspecified requirements. Proposed technologies, models, architectures, software, hardware, tools, and other applications not directed toward a training need are not desired and will be rejected without consideration or comment.


